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What is dynamic analysis?
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What is Malware Analysis?

* |t is to reveal malware’s behavior combining with the below methods.
e Surface Analysis

* Dynamic Analysis (Runtime analysis, Black box analysis)

e Static Analysis (White box analysis, Reverse (Code) Engineering, Reversing...)

* Terms and definitions are not fixed.
* Sometimes, surface analysis is included in static analysis.

e There is “publicsource analysis” as well (in other words, googling ;-)).
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What is Malware Analysis?

e Each analysis method is related to the others.

In a few seconds to severalminutes

Surface Analysis

Inafew
minutesto
severalhours

Increase time cost,
but can analyze deeply

several hpyrs

Public Source Dynamic
Analysis Analysis

Static Analysis

In several hourstoseveralmonths
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What is Dynamic Analysis?

* To execute malware and record malware activities with analysis tools,
typically on a closed environment (e.g. virtual machine)

e \We need to record:
* Process Activities

* Registry Activities
* File Activities

* Network Activities (with Internet emulation)

* Internet emulation redirects communications from malware to Internet emulation software
and records host names and/or IP addresses of C2 servers and its contents.



What is Dynamic Analysis?

cuckeoty”



Hosts Domains
IP DOMAIN
54.186.255.26 r1.getapplicationmy.info
198.7.61.118 c1.downlloaddatamy.info
54.187.82.120 i1.proffiget.in
162.210.192.21 suretertminal.net
[} datadownloadscan.info

proffidrivergold.info

Summary

SICI9  Hegistry Keys  Mutexes

C:¥DOCUME™ 1¥User¥L0CALS 1¥Temp¥cfc2f0266985da92 fdd3bbdad94f 1604
C:¥DOCUME™ 1¥User¥L0CALS 1¥Temp¥TsubDCE2BEE. dL L

C:¥DOCUME™ 1¥User¥LOCALS " 1¥Tenp¥cfc2f0266985da%92fdd3bbdad94f 1604, Log
C:¥WINDOWS¥system32¥wininet.dlLL

IP

54.186.255.26

54.186.255.26

198.7.61.118

54.187.82.120

162.210.192.21

91.109.18.46
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What is Dynamic Analysis?

* If you do dynamic analysis manually, you * File activities
can do it with these tools. * Process Monitor
e Virtual Machine environments * regshot

* VMware
« VirtualBox * Internet Emulation
* Hyper-V * Fakenet, fakenet-ng
. * InetSim
* Process Explorer * fakenet, fakenet-ng

* Process Hacker e wireshark

* Process Monitor
* noriben

* Sysmon

* Registry activities
* Process Monitor
* regshot
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Exercise 1

Dynamic Analysis using Noriben, Procmon,
Fakenet-ng
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Exercise 1 (1)

e Double-click Fakenet32.exe
 Click “yes” when the UAC dialog shows up

* Double-click Noriben.py
* Click “yes” when the UAC dialog shows up

* Double-click kins.exe (Banking Trojan)
* Wait for approximately four minutes
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Exercise 1 (2)

About four minutes later, if you see suspicious communications on Fakenet-ng window,
then press Ctrl + C and quit Fakenet-ng.

Press Ctrl + C on Noriben window as well and wait for report creation for a few minutes.

On the report of Noriben,
e Grepactivities for “kins.exe”
* Grepfile names, process names and registry key names related to “kins.exe”

If you need further investigation, you can use these files in Noriben folder.
 PML (raw log data of Procmon)
e Timeline report (csv file)

There is a pcap file in Fakenet* folder as well.
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se 1 (3

e Load a timeline report from “Noriben” into “glogg”
* Then type “kins.exe” to collect all “kins.exe” activities.

L?‘.{ Moriben_09 Mowv_ 1619 20_27_529000_timeline.csv - glogg
| File | Edit

View Tools Help

E=R(ECR| 538

2 | Gistoals Horiben/Moriben_09_Mow_16_159_20_27 529000 timelinecsy (1106 KiB - 933 lines - modified on 2016411709 158:27:12)

[ 4 Line 491

:20,File,CreateFile, Explorer.EXE, 1940, $UserProfilet\Desktop\malware\malware\kins.exe, N/L -

:120,File,CreateFolder,Explorer.EXE, 1940, 3UserProfilef’\Desktop'\malware\malwares |
0|12:21:20,File,CreateFolder,Explorer.EXE, 1340, ¥UserProfilet\ Desktopimalware\malware ::':
A0 e a0 T T - Mmoo T T mlmmn Toarwm T s TWD P .Nal LT Tom o e THommm, o i T o S T, o Tt v, B o T mim mm om,  opmin om T o omim, mm om,
4 | F
Text| kinzexe »* Gearch

0 | |27 matches found.

[ Ianore case [ | Auto-refrech

326 19

328 19

327 19:

331 15:
332 19:
333 15:
384 19:
426 19:
433 19:
43919:

21:12,Filg,CreateFile, kin=s.exe, 402D, :34pplata®\Hiloohivmo . ydb JH/ A
21:12,F11ETETEEtEFIIETk1ns exe, 40207

:21:12,Pr 5 -cess,ExplnIeiwEEE7&949—%E99§P§eiiie%%TeSktUp\malwareﬂmalwareiklns exe
21:12,FiEe,CreateFile,cins.exe,&ﬂ?) :LhppDataf’\bhrnetedogo.exe J2ff81382%adbb5cf3i60el4e54b0a5532, ,

121:12,File TEET S Er.kinzs.exe, 4 0 N T =
329 19:

330 15: reff81382%adbb5cfie0eld4es54b0ass3z, ,

21:12,File,Cre
21:12 ,Regis=str
21:12,Proces

exe, 4020, FAgpiErrs T renrT e e e T e e T et S
kins.exe, 4040, HECU\Software\Microsoft\Neec\Ixeq,
kins.exe, 4020, 3Lhpphata®t\Arnetedogo.exe, 3144

r

BEegSetValue
CreateProcesq,

[360el4e54blasi532, ,

21:15,File, C rer.EXE

r

4|

T |

, 1940, Yoaenbesfiteiaaisean e tene e twast |, kins
21:15,File,CreateFile,Explorer.EXE, 1940, ¥UserProfilet\Desktop malware\malwarei kins
21:16,File,CreateFile, Explorer.EX¥E, 1940, 3UserProfilef\Desktop'malware\malware kins
21:16,File,CreateFile,Explorer.EXE, 1940, ¥UserProfilet\Desktop'malware\malwareikins

3020 -

SE 41 A3 &F 26 OD 39

.exe, /R
.exe, /L
exe, H/L
.exe, /L ¥
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Exercise 1 (4

e Add the files and reg keys related to “kins.exe”
* Then, you can find another activities related to this malware.

Eile |

Edit

IIR: Moriben_09_Mowv_ 16_19 20 27 _529000_timeline.csv - gloegg | = | = ||

View Tools Help

2 | Giftoals/ Noribens Moriben_09_Mow_16_19_20_27 528000_timeline cev (1106 KiB - 933 lines - modified on 2016411709 19:27:12) (4 Line 4M

:20,File,CreateFile, Explorer.EXE, 1940, ¥UserProfileth\Desktopi\malware\malwarehkins . exe, H/L -

(119:21:20,File,CreateFolder,Explorer.EXE, 1940, $UserProfilef\Desktop\malwareimalware f| |
0|1%:21:20,File,CreateFolder, Explorer.EXE, 1940, 3UserProfilet’\Desktop'malwaremalware — :
A0 2T & i T= T = Mmoot . T W mlmme Torwm T s TV aAanAn AT Tom o mn Thomm o e o T o S T, o Tt e o T o oo o, B i o T oo o, —

4 F
Text  kinzexe|bne|edogo sxeMiloo|imwmo wdbl| Neec|Tes The sepa ratoris ”I (pipe)" + Gearch
IEI | 37 matches foun T [] Ienore case [ Auto-refresh
326 19:21:12,P ocess,CrenteProcess, Explorer .EXE, 1940t 0caniosfilet Desktop \malware\malwareh kins .. exe , 4020 -
327 19:21:12, Fiteptrerers Thrermrmgrenersi2treippbersi \Arnet\edogo . exe  2ff813820adbbScf360e14e54b0a5532, , i
328 19:21:12,File,Createl older, kin=s.exe, 4020, F4pplhat=2= =
329 19:21:12,File,Creater il Rl e, 200, seppoacas \Hiloo\ iwmo . vdb, N/L B
330 19:21:12,File,CreateFile, kingl.exe, 4020, 3hppData®\Arne \edogo.exe, 2f£f81382%adbb5cf360el4e54b0a5532, ,
331 19:21:12,File,CreateFile, kins.exe, 4020, 3hpplDatat’Arnetedogo.exe, 2£L1 360el4e54b0ass32, ,
332 19:21:12,Registry, RegSetValus, 1ns.exe,&ugu,ﬂmuxbnmmeecuxe;: |= 9E 41 A3 &F 2& 0D 39
333 159:21:12 i il
368 19:21:19, Registry, RegSetValue, Explorer.EXE, 1940, HECU\ Software\Microsoft\Neec\Ixeg, = 9C 41 43 &F Z& 0D
380 19:21:14,Regi=ztry,RegSetValue, Explorer.EXE, 1940, HECT\ Software\Microzoft\Neec\Ixeg, = 5S4 41 L3 &F 2Z& 0D
381 19:21:14,Registry, RegSetValue,Explorer.EXE, 1940, HECU\ Software\Microsoft\Windows\ CurrentVersion' Run' { TB92
384 19:21:19,File,CreateFile,Explorer.EXE, 1240, $UserProfilet\Desktop\malware\malwaret kins.exe, N/ W
1 | 11} I
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% Noriben_08_Nov_16_19_20_27_529000_timeline.csv - glogg

Eile

Edit

View Tools

Help

| B[

*) | Ciftonles/ NaoribenMariben_09_Mow_T6_19_20_27 529000 _timelingcey (1106 KiB - 333 lines - modified on 2016711709 19:27:12)

Teuxt:

kinz exe|fSrme|edoso exelNiloalvwmo ydbINeec ke

-

Line 18

Search

(= | [37 matches funa. BeNign Explorer.exe never modifies registry values formerly created by malware.

223
368
380
381
384
426
33
G ElE]
G
451
466
472
478
485
STl
508
S
S63
572
581
2EE
620
621
638
639
640
T/
8917
89138
8915

135
135
135
135
135
135
15
15
15
15
15
145
145
15
15
15
135
135
135
135
135
135
15
15
15
15
15
145
145
145

I

121
121
121
121
121
121
21
21
21
21
21
21
21
:21:
:21:
21
121
121
121
121
121
121
21
21
21
21
He o
He
He
He

:13,Begistry, RegSetValue

:15,File,CreateFile, Expl

:le,File,CreateFile, Expl

12,Prncess,CreatePrncess,kins.exe,&OZO,%A:pData%\Arne\edngn.exe,Sl&&
Explorer.

14,REegistry, RegSetValue
14,Begistry, ReghetValue

15,File,CreateFile, Expl

Explorer.
Explorer.

-~

940
940

| HECT Software\Microsoft\Heech Ixeqg,
HECU\Softwars\Microsoft\Neech\Ixeg,

ac 41 43 eF 26 0D
94 41 43 6F 26 0D

94

 HECTO\ Software\Microsoft\Windows\CurrentVersion\Run' { TBES2

U= ﬂIE\ElﬂS

r r

ATy Di_."ﬂ

16,File, CreateFile, Expl Benign Explorer.exe never reglster a run key to registry

17,File,CreateFile, Expl

17,File,CreateFile,Explorer.
18,File,CreateFile,Explorer.
18,File,CreateFile,Explorer.

19,File,CreateFile,Explorer

19,File,CreateFile,Explorer.
20,File,CreateFile,Explorer.
20,File,CreateFile,Explorer.
21,File,CreateFile,Explorer.
22,File,CreateFile,Explorer.
22,File,CreateFile,Explorer.
gS,File,CreateFile,Explnrer.

3

23, Fi

for starting malware automatically when a pc is booted.

EXE, 1540, %UserProfile®\Desktopimalwareimalware’\kins.
EXE, 1840, % UserProfilet‘\Desktopimalware\malware'\kins.
EXE, 1540, %UserProfilet‘\Desktopimalware\malware\kins.
.EXE, 1240, ¥UserProfile®‘\Desktop'\malware'\malware \ kins.
E¥XE, 1940, ¥UserFrofile® \ Desktop'\malware'\malwarehkins.
E¥XE, 1940, ¥UserFrofile® \ Desktop'\malware'\malwarehkins.
E¥E, 1940, ¥UserProfile® \ Desktop'\malware'\malwarehkins.
E¥E, 1940, ¥UserFrofile®‘\ Desktop'\malware'\malwareikins.
EXE, 1940, %UserProfile3\Desktop'\malware\malware\kins.
E¥E, 1940, 3UserProfile3’\Desktop malware'\malwareikins.
E¥E, 1940, 3UserProfile3\Desktop malware'\malwarei kins.

exe, /L
exe, /L
exe,N/L
exe,N/L
exe, /L
exe, /L
exe, /L
exe, /L
exe, /L
exe, /L
exe, /L

24, Fi] Benlgn Explorer.exe never modifies registry values formerly created by malware.

24,File,DeleteFile,Exp
24,Registry,RegSetValu
24,Registry,RegSetValu
24,Begistry,RegSetValu
14,Begistry,RegSetValu

Explorer.
Explorer.
fExplorer.
fExplorer.
30,Begistry,RegSetValug,Explorer.

31U 5 prePammrfdemie
EXE 194D, HECIT\ Software\Microsoft\Heec\ Ixeq,

EXE 134D, HECTN\ Software\Microsoft\Heech\ Ixeqg, =
EXE 154D, HECT\ Software\Microsoft\Heec\ Ixeg,
EXE 154D, HECT\ Software‘\Microsoft\Heec\ Ixeqg,
EXE 154D, HECON\ Software\Microsoft\Heech Ixeg, =

L
\_uh_n_wn.\_puj__. \_11.L.._l.wu.l.\_ \_11..(...1.??:...1.\._ '\_n._l..ln_w 0

f
!
f]

[¥e)
H=

41
41
41
41
41

A3
A3
A3
A3
AZ

LQ

L

[Te]
R OB OB

1=}

aF
aF
aF
6F
aF

26
26
2a
2@

oD
oD
oD
oD
oD

30,File,CreateFolder,Explorer.EXE, 1940, 3AppData®\Niloo
30,File,RenameFile, Explorer.EXE, 1940, 3Applatai \Hiloo\iwmo . vdb, $Applatat NilooM\iwmo . tmp

m
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Exercise 1 (5)

* This is a suspicious sign for remote code injection into legitimate and existing
explorer.exe!

* Furtherinvestigation, you can find the evidence of remote thread injection from raw procmon
log (.pml file).

¥ Process Monitor - C\tools\Noriben\Noriben_09_Nov_16_19_20_27_529000.pm| B=n(Ecl ™
File Edit Ewvent Filter Tools Options Help

BH RABE | CAS | B #5 ([(EEL TN

FIC Qparation Fath Rezult D il
3144 B CloseFil

14s ererers Thread ID 3976 is owned by edogo.exe (copied kins)
44 :Eik CloseFile Ch¥lzers¥taro¥ AppData¥Roaming SUDZESS

44 :Eik CreateFile C¥lzars¥taro¥ AppDrata¥Roaming ¥ Arn e ¥e dogo & e SUDZESS Cezired Access: G..
IR, ClozaFile C¥ze rs¥taro¥ AppData¥Roamin E¥Arn e ¥ dogo & e SUCCESS
19:21:1 3 7449123 = " Thread Create SUCCESS
19:21113758M 45 | — Explarer - reatekile
13:211137580739 [ Esplorer EXE 1340 B o

19:21:13 7530388 [5Esplorer EXE 1340 E;-'lljr A ”Th read Create” event occu rred on Explorer'exe’ | dooess: F...
1921137530546 = Explarer EXE 1340 E‘;DI

Time of Day  Process Mame

18213677359
19:21:1 3 6803459
19:21:1 36803954
19211 3 BE36THD
19237224494

| adogoae
' adopo e e
' adopo e e
' adopo e e

Thread |C: 31 84
[asired A

Lo~ Rk o

19:21:0 37661428 | Explorer EXE 1940 g Fi but thread IDis 3976 (again, this is owned by EGDWOR..
19:2113 7665738 Esplorer EXE 1940 @ R ES DWOR...
19:21:1 37669875 " Explorer EXE 1940 @ R malware, edogo.exe (copied kInS)) EGDWOR...
19:2113 7673759 - Esplorer EXE 1940 @ R _ o EG_DWOR...
11137677051 el EXE 1940 @Re This means that edogo.exe (TID:3976) injected EGDWOR...
19:21:1 37680643 Esplorer EXE 1940 @R o ' ES DWOR...
malicious thread (TID:3184) into Explorer.exe. 15

Showing 11,506 of 37,661 events (30%)



Exercise 1 (6)

Summary of malicious activities

Network
activities

File
activities

Process
activities

Registry
activities

URL https://dimitfruit.com/s186/lkp13.jpg *1
Method  GET
Create %AppData%\4-6random\4-6random.exe (copied itself)

Delete ltself (original one)
Modify  Itself (copied one)
Create ltself (copied one)

Thread Target: Explorer.exe (legitimate and existing process)
injection

Create HKCU\Software\Microsoft\4-6random\random
Value: unknown binary *?2

Create HKCU\Software\Microsoft\Windows\CurrentVersion\Run\{GUID}
Value: path_to_itself (copied one)

Fakenet

Fakenet
Noriben/procmon
Noriben/procmon
Hash value
Noriben/procmon

procmon

Noriben/procmon

Noriben/procmon

*1: Path does not appear in the actual proxy log because this malware uses https.

*2: Actually, this value is encrypted “BaseConfig”.

S wizsSafe
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Exercise 1 (7)

* We can get various results like the previous slide even if we don’t have
commercial sandboxes. Those free tools we mentioned earlier help us.

e Communications
e (C2servers
e URL/ method ...

 Fileactivities
* Registry activities

* We can do first response using this information.
e E.g. finding other infected machines
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Exercise 1 (8)

e But sometimes, we may encounter that malware doesn’t work or its
behavior is different between in real PCs and in VMs.

e Possible reasons why a malware may not work properly include:

* VM or analysis environment detection
 Difference in OSes, hardware, language environments
 Time bomb...
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The Reason Why Malware Does not Work

* One of the most likely causes of the problem is analysis environment
detection.

* There are many techniques to detect analysis environment.

* VM detection
» Detecting backdoor ports (Host-Guest communication)

* Detecting differences between real PCs and VMs by executing some specific machine
instructions

» Detecting virtual devices (e.g. Motherboard, NIC, HDD) from registry or via COM
Product IDs of OSes

Detecting process and file names that works only in VM or sandbox environments
Detecting analysis tools
Checking the number of CPUs



‘D wizSafe

Avoiding Analysis Environment Detection (1)

* The easiest way against such detections is to execute malware on real machines.
* |t'stough to recoverthough.
e Recovering real machines can be done by using “FOG” or similar tools.

* The second best is to try multiple analysis environments.

* Because some malware detects only some specific VM environments.
* VMware
e KVM
* Hyper-V

VirtualBox

* However, these are not the perfect solutions for avoiding analysis environment
detection.

* Some malware samples might run okay, but many samples will detect that it is being executed
on an analysis environment and quit running.



Avoiding Analysis Environment Detection (2)

* We can deal with some VM detection techniques in advance.

* Disabling the backdoor port of VMware
* monitor_control.restrict_backdoor="TRUE"
* vmciO.present="FALSE"

* Increasing the number of virtual CPUs to two or more

™ Virtual Machine Settings

Hardware | Options

Device summary Processors

il Memory 1GB Number of processors:
- Processors

Number of cores per processor:

£ Hard Disk (SCSI)  30GB
(=) CD/DVD (IDE) Using file /nhome/herosi/Z  Total processor cores: 4

Network Adapter Host-only . N .
CUPYIIYIIL LHILTIHITL J.|||L|u‘dve;"3a|.|1b17"1'|"|'\.'.‘ ““““““ 21
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Avoiding Analysis Environment Detection (3)

e \We still can deal with such malware even when the solutions
mentioned earlier don’t work .
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Avoiding Analysis Environment Detection (4)

e The solution is to read Windows APIls which malware use.
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Avoiding Analysis Environment Detection (5)

* Malware needs to request many important operations to the Windows OS through
APIs such as below.

* SO,

Communications with other hosts
File handling

Registry handling

Process creation

Code injection

Memory management
* including reading and writing data from/to memory regions of other processes
Enumerating processes

if we understand strategies of malware authors, and if we observe APIs that

the malware uses, we can figure out the answer why the malware doesn’t work
properly and how to deal with the problems.
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Exercise 2
Rewriting APl Responses with Debuggers

Avoiding HDD device name detection
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Exercise 2 (1)

* Next let’s see one of the VM detection techniques.
* First, revert your VM.
* Next, execute “Noriben.py” and “Fakenet-ng”.

* Double-click “gozi_ursnif.exe”.
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Exercise 2 (2)

* Nothing happens ®
e Quit “Noriben.py” and “Fakenet-ng”.

* Actually, this malware checks HDD names with this API. Let’s check this
with a debugger!

* SetupDiGetDeviceRegistryPropertyA

BOOL SetupDiGetDeviceRegistryProperty(
_In_ HDEVINFO DevicelnfoSet,
_In_ PSP_DEVINFO_DATADevicelnfoData,

_In_ DWORD Property,

_Out_opt_ PDWORD PropertyRegDataType,
_Out_opt_ PBYTE PropertyBuffer,

_In_ DWORD PropertyBufferSize,

_Out_opt_ PDWORD RequiredSize
);

27



Exercise 2

* Load “gozi_ursnif.exe” into x32dbg

i x32dbqg - File: gozi_ursnif.exe - PID: 764 - Module: ntdll.dll - Thread: 468
File  Aiew Debug  PFlugins Fawourites Options Help Jul 25 2016

CSE =0 Y tuw B oemgsmY @0 o9 B eSS @ i a

=8 FoR =5

EHOER B »

| sasen | s

| & e | <A

. 83 c4 04 add esp,4

o | /DEBFCS5 C2 28 00 EEE 28

* | 7DEBFC58 BE 26 00 00 00 mov eax,26 .

s | 7DESFCSD 33 c9 XOr ecx,ecx L]

« | 7DEBFCSF 8D 54 24 04 lea edx,dword ptr :

o | 7DEBFCH3 64 FF 15 CO 00 00 00 ca]l dword ptr fs:

s | 7DEBFCHA 83 c4 04 add esp,4

» | 7DEBFCED C2 2C 00 Fet 2C

» | 7DEBFCTO BE 27 00 00 00 mov eax,27

» | 7TDEBFCTS 33 Co XOr ecx,ecx

o || 7DEBFCTT 8D 54 24 04 lea edx,dword ptr :

o | 7DESFC7E 64 FF 15 C0O 00 00 00 |gall dword ptr fs:

e || 7TDEBFCE2 83 c4 04 add esp,4

o | 7DEBFCBS Cc2 08 00 FEet &

* | 7DESBFCES BE 28 00 00 00 mov eax,28

* | 7DEBFCED 33 Co XOr ecx,ecx

s | 7DEBFCEF 8D 54 24 04 lea edx,dword ptr :

|| 7DEBFCO3 64 FF 15 C0 00 00 00 |gall dword ptr fs:

« | 7DEBFCOA add esp,4 -
* |% 8

esp=18F598
.text:7DESBFCS2 ntdl1.d171:$1FC52 #10052

[EF— -

|[ wide FPu

l

EAX
EBX
ECX
EDX
EEP
ESP
ESI
EDI

EIP
EFLAGS

ZF 1
oF 0

00000000
00000000
00000000
00000000
DOL8F5EC
0D018F598
7EFDDOOO
DOl8Fec4

7DEBFCS52
00000246

PF1 AF O
SF O DF O

ntd11. 7DEBFCS52

I

Default (stdcall)

*|5 2[ ] Uninck

1: [esp+4] 7DEABECC ntdll.7DEABECC
2: [esp+8] 0000002C
3: [esp+C] FFFFFFFF

[ ———
@ Dump 1 | W Dump 2 | ¥ Dump 3 | 2 Dump 4 #d Dump 5 | & Watch 1
address | Hex ASCIT

7DE80010|90 90 90 90|90 90 90 90|90 90 90 90|90 90 90 90|.........

7/DEBOO0O| 8B 44 24 04 [CC €2 04 00|CC 90 C3 90(|CC €3 90 90|.D$.IA..I.A. Iﬁl—l
7DEB0020| 8B 4C 24 04 |F6 41 04 06(74 05 E8 B1|1D 01 00 BB|.L$.0A..T.&...

7DEBFCS2 [return to
001EF59C | 7DEABECC |return to
001EF540| 0000002C

O0LEF5A4 | FFFFFFFF

0018F548| 001BF6C4 |
001EF54C | 00000000 |_|
00LEF5E80| 00000000

7DEBOO30|01 00 00 00 |C2 10 00 908D B84 24 DC (02 00 00 64|....A..... s0. .
: ~ ||| COLEF5E4 | COCO0000 e
JDESOD40| 88 OD 00 00|00 00 BA 20|00 EE 7D 89|08 89 50 04)...... e et... D018FE5ER | 001 BFERC
< | 1 | r «[m | b
Command: Default 7

| Pauzed |DLL Loaded: TOAADODD CY¥WwindowsYSwsWOWE 4y peapi.dll

|Time Wasted Debugging: 0005543

S wizsSafe
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Exercise 2 (4)

* Options -> Preferences

e Goto “Events” tab, and check “DLL Load”.
'{E}Settings @

Events | Engine I Exceptions I Disasm I 5l 4

Break on:

System Breakpointk DLL Load
TLS Callbacks* g PNk
Entry Breakpoint# |:| Thread Start
] DLL Entry ] Thread End
Attach Breakpoint |:| Debug Strings

|:| Thread Entry

Save ] [ Cancel 29
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Exercise 2 (5)

* Press “F9” several times until you see “setupapi.dll” at the left bottom
of the x32dbg window.

Cormmand:

Paused |DLL Loaded: 734 B0000 C¥Windows¥SywsWOAWER ¥setupspi.dll

e Press “Ctrl + G” and type “SetupDiGetDeviceRegistryPropertyA” in the
text box below. And then click “OK”.

€2 Enter expression to follow.. @

SetupDiGetDevice Re gistryPrope ryvd

Correct expression! —» setupapi SetupDiGetDevice FegistryPrope i

(B8 H Cancel |
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Exercise 2 (6)

e Press F2 to set a breakpoint to the head of API.

20l & ¢t @lilemgsJacosow W =K .
L Log | [ N ® g | B p | )G | =2 SEH

0A 10 push 10 |
7 - 08 38 7D 51 73 ush setupapi.73517D38
73517¢N EE 9F 9A F9 FF h setupapi.734B171C
73517C7 Al 34 03 56 73 mov eax,dword ptr ds:[73560334]
73517C82 30 34 03 56 73 cmp eax,setupapi.73560334
---a || /3517C87 74 1B je setupapi.73517CAad

e || 73517CB9 40 , d ptr ds:[eax+1C],20000
—-sf73517co0| - 74 12 EEIRYSSESESCRLEIS el ae L i . 73517CA4

ol 73517C0O2 o8 18 api.734BC118
M @y 2N address, the address pap
e[ 73517cCa9 FF 70 turns red d ptr ds:[eax+14]
e || 73517COC FF 70 1O fmord ptr ds:[eax+10]
|| 73517COF EE 35 FF FE FF setupapi.73507BD9

e | 73517CAd B3 65 FC 00 and dword ptr ss:[[ebp-4],0
o 72517CAB oA 01 push 1
o[ 73517CAA FF 75 20 push dword ptr ss:|ebp+20
o[ 73517CAD FF 75 1C push dword ptr ss:[febp+lcC
all 7251 Teren Ccc 75 1& rnich dwnerd Atrer oo -llaokhnod &
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Exercise 2 (7)

* Options -> Preferences

* Goto “Events” tab again and uncheck “DLL Load”.
ioi Settings =

Events | Engine | Exceptions | Disasm | =l 4

Break on:

System Breakpoint "] DLL Load
TLS Callbacks* "] DLL Unload
Entry Breakpoint |:| Thread Start
"] DLL Entry "] Thread End
Attach Breakpoint |:| Dehug Strings

|:| Thread Entry

32

Save l I Cancel
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Exercise 2

* Then press F9 twice.
* Since the first APl call always fails, we need to take a look at the second call.
5 x32dbq - File: gozi_ursnif.exe - PID: 764 - Module: setupapi.dil - Thread: 468 =N Eol =™

File  “iew Debugz Pluging Fawvourites Options Help  Jul 25 2016
CoE 50 vt tuBliemgsJacrs B IEefi L BE9ER 20

ﬁ Opl_—'—?—e-——l—d— Log | I_-'j Ieee | ® g | LY | E‘-"’ Cees | =7 SEH | le3| G | E" e | > g | S e | S T |{ )
EINEST - N |64 10 push 10 = [ wide reu ]
o 73517C73 68 38 7D 51 73 push setupapi.73517D38
al 73517078 EE 9F 9a F9 FF call setupapi.734B171C EAX  0OO0LlBFECE
e|[ 73517 Al 34 03 56 73 mov eax,dword ptr ds:[73560334] EBX 00000000
. ;2 i‘é 03 36 73 gl'psgf;lﬁ.’;iﬁ?“???iiéiﬁﬁom ECX  7DEA3CA3 ntd11. 7DEA3CA3
Fe————— - ' - 7
| «|73517C89|  F7 40 1C 00 00 02 00 |test dword ptr ds:[eax+1C],20000 0% DoreoLls
v or--—-= (1 73517C90| - 74 12 je setupapi.73517CA4 —
bl e[ 73517C02 68 18 1 4B 73 push setupapi.734BC118 | ||| ESP  OOL8FESC . . .
s el 73517co7 6A 16 push 16 EST 73517C71 <setupapi.SetupDiGetDeviceRe
o *|73517C99 FF 70 14 push dword ptr ds:[eax+14] EDI  027187D0
1l e || 73517C9C FF 70 10 push dword ptr ds:[eax+10] ) ) )
P = 73517COF EE 35 FF FE FF call setupapi.73507BD9 EIP  73517C71 <setupapi. SetupDiGetDevicere
Lt——ye | 73517CAL 83 &5 FC 00 and dword ptr ss:[ebp-41,0 il —
e || 73517CAR 6a 01 push 1 —_—

4| i b Default (stdcall) +|5 E[] Unincked

esp+4] O05DIFAB
esp+8] O01BFECE
esp+C] 0000000C

czne1nl Aniecccd L |

Fa L B

LText:73517C71 setupapi.d11:367C71 #67071 <SetupDiGetDeviceRegistryPropertyA>

00401094 |return Lo gQoZl_urs ,

8% Dump 1 & Dump 2 B Dump 3 & Dump 4 & Dump 5 G watch 1 0018FEAQ | 005D1FAS

0018FEA4 | ODLEFECS
Address |Hex SISTY * ||| oo18FEAS | 00OOOOOC
7DES0000|8B 44 24 04[CC C2 04 00|CC 90 €3 90[CC €3 00 00[.p%. IA.. 1. A TX.. —ll oolgreac | 0o18FEFa —
7DEE0010(90 90 90 90|90 90 90 90|90 90 90 90(90 90 90 90| ... ...eeeurenn.. L 0018FER0 | 02718700 L
7DES0020(8B 4C 24 04 |F6 41 04 06|74 05 E8 81|1D 01 00 B8|.L$.0A..T.&...., ~ |l 0015FER4 | 00000024
7RERONINI01 00 00 00lc? 10 00 90l&n 84 24 ncln? 00 00 &4 & .. §il. .. d Aniscces | nmsceee =
< | i | ’ ] I b

Cornmard:
33

| Paused |INT3 breakpoint at {setupapiSetupDiGetDevice RegistryPrope byt (73517071 )1 |Time Wasted Debugging 001 2515




Exercise 2 (9

e Execute up to ret instruction by pressing “Ctrl+F9”.

File “iew Debugz Plugins

Fawvourites Options Help  Jul 25 2016

S0E 50 v tw @l iemgs (o, W d=¢fH 40 BIYER O
@- (7351702 RS TalT) ic :
s 73277030 ag E + ||| Hide FPU _]
e[ 723517D23 a0 nop ]
e (73517032 a0 nop .
| 73517035 90 nop You can see the result of the APlin [
|7 7 nop
o | 73517D37 a0 no h :
2 = - the stack (5" argument, this means
273217029 Fr e “ ” upDiGetDevicere
| 73517D3A FF 77T ) ,
leegE = inc dvord ot PropertyBuffer”, of the API Rl A
s (| 73517D3D 00 00 a e ptr . 0 V7
«|7351703F| 00 oo Tl  Then, right-clickand choose “Follow g
- I il g ]
o|73517D42 FE 777 . ”
d | m ] DWORD in Dump 5 1+ [ | Uniocked
2: [esp+8] OO18FECS
.text:73517D2F setupapi.dll:$67D2F #6712F 25 =opeE THiIIiiE |
I ] 7
001 8FE9C [ ETGE] return to gozi_ursnit.00401094 from 777
o U Dy | Uy D | Uy o | 2 D | @ Yifgeee DOLBEEAD | 005DLF -
Addr 0018FEAd | 0018EESS
7DEBO0DO Bl 44 24 011CCC2 04 00]CC 50 C3 90 |CC C3 50 50| BL | 0018FEAS | 00000§0C
b p———sotbrLre B
7DES0010(90 90 90 90|90 90 90 90|90 90 90 90|90 90 90 90| .. " - - —
7DEB0020| 8B 4C 24 04 F6 41 04 06|74 05 E8 81|1D 0L 00 BB|.L _ nmm v M i e e
7DERON0I01 00 00 00lc? 10 00 9nl8&n &4 24 nc l0? o0 00 G4l .. e e nraooeh v
< | 1] 4 <« | Il | 3
Cormrmand: Default ~

| Paused |INT3 breakpoint at <setupspiSetupDiGetDevice RegistryPropertyds (7351 7C71 0

Time Wasted Debugging: 0:02:35:29

()wizSafe
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Exercise 2 (10)

e | et’s see the second call.

* DevicelnfoData->ClassGuid (The second argument)
e {4d36e967-e325-11ce-bfc1-08002bel10318}

e Hard Disk Disk Drives
Class # DiskDrive
° Property (The third argument) ClassGuid = {4d36e967-e325-11ce-bfc1-08002be10318}

This class includes hard disk drives. See also the HDC and SCSIAdapter classes.

* SPDRP_FRIENDLYNAME (0xC)

https://msdn.microsoft.com/en-us/library/windows/h ardware/ff553426(v=vs.85).aspx

* PropertyBuffer (The fifth argument) (Post-Call)

JI B

00401094 Feturn to gozi_ursnif.00401094 from 727

cad " Pointer to the GUID “4d36e967-e325-11ce-bfc1-08002be10318” (DiskDrive)
10000000C | SPDRP_FRIENDLYNAME (OxC)

)¢ ' FEF4
0018FEBO||027187DO 'WMware, VMware vir:uai S SCSI Disk Device”

o ol ANt Orrer |

5-’ AN

Copyright Internet Initiative Japan Inc. 35
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Exercise 2 (11)

* This malware is likely to detect virtual HDD device in your VM
environment.

‘A Computer Management
Eile  Action Miew Help

== @ BE =

A Computer Management (Local| | a 2 WIN-RM3JNHEEUQS
4 '[[’j System Tools .> % Batteries
> @ Task Scheduler M Computer
> E Event Viewer Disk drives
» 2| Shared Folders Lru, YWhdware, VM ware Virtual 5 5C51 Disk Device
. 4% Local Users and Groups B [hsplay adapters

e How can we deal with this problem?
* We need to rewrite AP| responses.

Copyright Internet Initiative Japan Inc. 36



Exercise 2

12

* Replace “PropertyBuffer” with arbitrary characters.

HxEEdbg—File: gozi_ursnif.exe - PID: 764 - Module: setupapi.dll - Thread: 468 | = || =] || el |
File™ Wiew Debug Blisis e ——— — .
4 Il 2o #fx s L BE9ERKR 2O
& cru ASCIL - | =sEH | lise | Hse | O | Dpe | e [
i zggj]:z |aaaaaaaaaaaaaaaaaaaaaaaaaa | Hide FPU
*| 72517y UNICODE:
23517 [REEEEEEREEREE |
.7 7 0 “« ”
|73t e, e — Select this area and press “Ctrl+E”,
o[ 73517 i .
.|73517] [61 61 61 61 61 61 61 61 61 61 61 61 61 « | then you Can edit the buffer. heviceRre
o|73517] |61 61 61 61 61 61 61 61 61 &1 — . al 5 s
| 73517 3 Note that you need to check “Keep
o[ 73517 | 0 ” - “ . ” .
ol 73517( i m | Dl Size” in “Edit data” window.
«| | | Unlacked
Keep Size I (o] I [ Cancel l
& L & 'n!
.Text:73517D2F setupapl.dll:367D2F #6712F SR SLIIECOE
i ] |
0401004 [return © T.00401094 T
¥ Dump 1 e Dump 2 e Dump 3 B Dump & Y Dump 5 & Watch 1 %’ggmlp,qg SERLAIL S s "
0018FEA4 | 0018FECS
ggg;;?;n 56 A5 7T ST B I S0 5 7T BT s S0 ner “ ||| 001 5FEAS | 0000000C
v P _HEECE D018FEAC | 0018FEF4
027187F0|69 72 74 75 61 6C 20 53|20 53 43 53|49 20 44 69| iftual s scsI pi|| e R N ———— |
027187EQ|73 6B 20 446 Device. \.m.a. | _ (100 Ereed | 0n00002A : J
027188001 IC AA 56 261C0O RO 00 N0T4AR BA 71 07104 00 37 021<2V&A° . . H.0.A.7. et [ o v
< | i | 4 1 i1 3

Command:

Default ~

| FPaused |Dump: 02718700 —> 027187F8 (000000029 kytes)

Time Wasted Debugging: 0:04:50559

()wizSafe
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Exercise 2 (13)

e Let’s create a snapshot of your VM.
* And start Noriben and FakeNet.

* Press F9 to execute malware and then process is terminated.

ITE rrinate | Debugzging stopped!

* What happened?

* Let’s take a look at Noriben report and FakeNet log.
* There is no suspicious communication in FakeNet log. But...



Exercise 2 (14)

* There are suspicious activities in Noriben report.
* We found a batch file which gozi executed in process activities.

Proceszes Created:

[CreateProcess ]| gozi ursnif.exe: 1892 > “emd /c %localbppDatak¥Temp¥4B51¥2.bat %AppDatah¥C0 Osnap¥d3diound. exe Hlser

[CreateProcess] Cslss. exe, U TEAMTOTT pFo Yo LEMOLFCOMNNOS T exe Lbﬂl I FIL itihij

[CreateProcess] cmd.exe: 2880 > Cmd /G %bppData¥¥COL0snap¥d3diound.exe %lserProfilek¥Desktop¥malware¥G0Z1 U™T . EXE™
[CreateProcese ] cmd ewe - 2000 TeArnAat A% Oenan¥d3dinnd ewe WleerProfi le% ek too¥ma lware¥G07 T 1171 EYE”

[Ch

["cmd /c %Local AppData%¥Temp¥4B61¥2 bat %AppData%¥C0LOsnap¥d3diound.exe ¥serProfi le¥¥lesk top¥ma lware¥GOZ] U™1.EXE”|

* We alsofound the file creation of the batch file and an executable file which gozi created.

D wizSafe

* Actually, this new executable has the same md5 hash as the original file, so this activity implies copy

itself to another folder.

iaTa W Nmdaria W Rard . | = dor B

_, — — —

j L= LA L Ry U Ry i L LR |

File Activity:

[CreatefFile] gozi ursnif.exe:1832 ?AppData?¥COLOsnap¥d3d|ound exe [MD5 | a780221be9d112492a3345794714bab7 ]
[CreateFile] gozi ursnif.exe: 1892 immbrtedsttttermritorer sxe—— [ MDD lareasHeeSe24a

[Createfile] gozi uranif.exe:1892 ?Loca|AppData?¥Temp¥4BB1¥2 bat [MD5: 31a6d044726d3d45

>§f8e2860f9a703a]

S md5sum gozi ursnif.exe

a?E@ZZlbe9d11249&33845794714b367 gozi_ursnif.exe

39
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Exercise 2 (15)

* You canfind suspicious activities in Noriben report.
* We canalso find the file registration which registered by goziin run key in registry activities.

Registry Activity:

[RegCreateley] svchost.exe:816 > HELM¥System¥CurrentControlSet¥Control ¥Network¥{4036E872-E325-11CE-BFC1-08002BE 10318 1¥{308B7A06-B093-4612-Bo40-9FD77 7574 4]
[RegSet¥alue] svchost.exe:816 > HKLM¥System¥CurrentControlSet¥Control¥Network¥{4036E972-E325-11CE-BFCT-08002BE 10318 1¥{306B7A06-B0O3-4612-BR40-OFD777574A2
[RegCreateley] svchost.exe:816 > HECU¥Sof tware¥Microsoft¥RAS AutoDial

[RegCreateley] svchost.exe:816 > HICU¥Sof tware¥Microsof t¥RAS AutoDial¥Default

[RegCreateley] svchost.exe:816 > HELM¥Sof tware¥Microsof t¥RAS AutoDial

[RegCreateley] svchost.exe:816 > HELMESOFTWAREYMicrosof t¥RAS AutoDial¥Default

[RegSetValue] svchost.exe:816 > HKLM¥8ystem¥BurrentBontro|Set¥Bontro|¥Network¥{4D86E972 E325-11CE-BFCT-08002BE10318 }¥{308B74A06-B093-4612-Bo40-0F07 7757447

:RegSet\f’aMe] SVChOSt exe: 8‘]6 b HKLM itz ||rr n+f“ n+ IQ 44 n+ I M 4. r—l rdﬂQREﬂ?"} | L] = 11F“E DEP‘I ﬂQﬂﬂ"}DE‘IﬁQ‘IQ" rQI’]QD_f‘.’\ﬂR D AQ‘I"} DF\AF—] f']l:l']_f‘_f‘?l:\_f‘d ."."?
[RegSetValue] gozi ursnif.exe:1892 > HKCU¥80ftware¥M|crosoft¥W|ndows¥8urrentVers|on¥Run¥ap|Ikmon = C ¥Users¥taro¥ﬁppData¥Roam|ng¥COLOsnap¥d3d|0und exe
[Boclalatayalin] taclbhact -1772

(LT e W w) | ) L UL I R e I L CL 0 J ) N O A Ll I o ML ) W W e o) [ e CWLIT P [T T & T T 100

HHBU¥Sthware¥M|chSth¥W|ﬂdDW5¥BurrEHtWer5|DH¥RUH¥3D|Ikmoﬂ

L1l L1y ! LA - P . LA

= [:¥llzers¥taro¥ipplata¥Boaming¥L0L0snap¥dad round. exe

o T '

e These activities are the installation task of the malware.

* We canassume that this malware changesits behavior when the executableis locatedin a
specific folder.
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Exercise 2 (16)

* We still have some unclear points:
* What is the content of the batch file?
* What API does the malware use to execute the batch file?
* Why this malware doesn’t communicate with C2 servers?

* Revert the VM, and let’s investigate those points.



‘D wizSafe

Exercise 2 (17)

e What APl does malware use to execute the batch file?

* Typically, we use the following APIs to execute files.

* CreateProcess
* ShellExecute, ShellExecuteEx
* WinExec

» Set breakpoints at APIs below to find this activity.

* CreateProcessA
e ShellExecuteA
* WinExec

* To set break points: use “Ctrl+G” and type APl name, and then press F2



‘D wizSafe

Exercise 2 (18)

* What API does malware use to execute the batch file? (Cont.)
* |f you have finished setting the breakpoints, hit FO.

* |f you hit a breakpoint, you can get the detail of this activities.

* |f you see the process termination at the left bottom of the x64dbg window, it’s sign that it
was failed.

* Then, revert your VM, and try the following APIs.

* Note that some malware use UNICODE version of API.
* |n this case, the last character of APl name becomes “W“instead of “A”.
e E.g. CreateProcessW or ShellExecuteW or ShellExecuteExW

 And some malware also might use low layer versions of the APIs.
e E.g. ZwCreateUserProcess or ZwCreateProcessis used instead of CreateProcess™.



Exercise 2 (19)

S wizsSafe

* Actually, we can break at ShellExecuteW!

Pausad

INT3 breakpoint at <shell32 ShellExecuteW?> (73813CT1)

* Now we can find the batch location.

ﬂ%

—_

=5

O018FEAD

IﬂﬂlBFEAB

O018FEBO
O018FEB4

00403461
00000000

L"C:\KU5er511tarGH\A ppata‘\\Local‘\\Temp'\4B61"\2.bat”

02718E18
2T IRET 8
00000000
00000000

NNl Rcce R

T TACKLC

return to gozi_ursnit.00403461 from 777

||||| 27 wonrintfta

«|

1)
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Exercise 2 (20)

 Then we can get the contents of the batch file.
1= S ]

] 00403461 |return to gozi_ursnit.00403461 from 7727 !
001 8FEAD | Q0000000
0018FEA4 | 0040A1 FCrr—apen
QO01EBFEAE | D271BE1ER L"C:‘\\U5Er5"\\1:ara\\nppnata\\L{)cﬂ\\Tem ShdBelhh 2. bat”

| O018BFEAC | 02718EY Lm\ul._.KmebKKLdruﬂ\mmwum'_'
QO018FERO | 0O0Q00000 S
001 8FEB4 | 00000000 -
NNl Bcece gl Tre7Acie lncar2? wonrintfa
4| 1l | 4

» Computer » Local Disk (C:) » Users » thro » AppData » Local » Temp » 4B61

E[ Open Share with = Print New folder

-~

Name Date modified Type

p =l 2.bat v 2016/11/24 20:21 Wi
1ads i

Places j 2.bat - Notepad ‘i"ﬂ“ﬂl

File Edit Format View Help

hB731009 o
ents It not exist %1 goto 4738236236

cmd /C 7% %27

't errorlevel 1 goto bG6/731009

; - 4738736736 45
del %0
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Exercise 2 (21)

* The batch file simply executes the first argument, with the second
argument as an argument to the executables specified as the first
argument, on command prompt.

| 2.bat - Notepad e |
File Edit Format View Help

;06731064
H—Rot—exiettd soto 4238236236

cmd /C 7% %27

e goto HE/31054
4738736236
del %0

I

* And you already know the first and the second arguments
(from Noriben log).

["cmd /o %Local AppDatak¥Temp¥4B61¥2 bat [%4ppData%¥C0L Osnap¥didiound . exd| %serProf i |e¥¥Desk top¥ma lware¥G0Z1 ™1 . EXE”
Copyright Internet Initiative Japan Inc. 46




Exercise 2 (22)

We now have the contents of the batch file.
And we also have “Run” key of the registry from Noriben report.

(LT e W w) | ) L UL I R e I L CL 0 J ) N O A Ll I o ML ) W W e o) [ e CWLIT P [T T & T T 100

HHBM%Sthware%M!croaoft%ﬁiﬂd@WS%BurrEHtHers!Dﬂ%ﬁUﬂfapjIkmom

= [:¥llzers¥taro¥ipplata¥Boaming¥L0L0snap¥dad round. exe

o T '

Then we have two strategies here.

e Execute copied gozi with original one as the argumentin a debugger.
* The batch file uses this method.

* Execute copied gozisimplyin a debugger.
* |f the installation task is finished, this method is used because of “Run” key.

Let’s take 2nd method!

‘D wizSafe
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Exercise 2 (23)

* Hit F9 until the debugging process is terminated.

Command:

ITE rminate | De bugging stopped

* Then load copied gozi into x32dbg.

mﬂl’dbg - File| d3diﬂund.exe|— PID: 9C8 - Module: ntdll.dll - Thread: 1A4
File  “iew Debugz Plugins Favourites Options Help  Jul 259 2016
S5 E =l 5 Tt B oemsae o B .

E CPL @ (5eee | 4 LIIIg | IEY fu)e== | - B | |mma| (R | D S
B9 75 FC mov dword ptr ss:[eb
7DFLOF3F| ~ EB OQE jmp ntdll. 7DF1LOF4F
FDF10F41 33 CO X0r eax,eax
7DF10F43 40 inc eax
/DF10F44 C3 ret
7DF10F45 BB 65 EB mov esp,dword ptr ss
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Exercise 2 (24)

* Options -> Preferences

e Goto “Events” tab, and check “DLL Load”.
'{E}Settings @

Events | Engine I Exceptions I Disasm I 5l 4

Break on:

System Breakpointk DLL Load
TLS Callbacks* ENg R IET
Entry Breakpoint# |:| Thread Start
] DLL Entry ] Thread End
Attach Breakpoint |:| Debug Strings

|:| Thread Entry

Save ] [ Cancel 49
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Exercise 2 (25)

* Press “F9” several times until you see “setup.dll” at the left bottom of
the x32dbg window.

Cormmand:

Paused |DLL Loaded: 734 B0000 C¥Windows¥SywsWOAWER ¥setupspi.dll

e Press “Ctrl + G” and type “SetupDiGetDeviceRegistryPropertyA” in the
text box below. And then click “OK”.

€2 Enter expression to follow.. @

SetupDiGetDevice Re gistryPrope ryvd

Correct expression! —» setupapi SetupDiGetDevice FegistryPrope i

(B8 H Cancel |
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Exercise 2 (26

e Press F2 to set a breakpoint at the head of API.

il v tnBlemisJacrsrs B o=@ h
! [Tas L& Log |_L|:| Puee * B e Q]] e =y SFEH
1 6A 10 push 10 ]
s - 68 38 7D 51 73 ush setupapi.73517D38
o 7351 E8 9F 9A F9 FF h setupapi.734B171C
e 73517C) Al 34 03 56 73 mov eax,dword ptr ds:[73560334]
e 73517 3D 34 03 56 73 cmp eax,setupapi.?73560334
--a | 73517CE7\ ~ 74 1B je setupapi.73517Cad
e 73517CBO F7 40 1c 00 00 02 00 |test dword ptr ds:[eax+1c],20000
--s [ 73517CO0 74 je setupapi.73517Cad
e 73517CO2 68 el s e s =
o 73517C97 0
| 73517¢c09 If you set a breakpointto
o 73517COC FF
o[ 73517COF|  EB an address, the address
-—»e | 73517CaAd 83
e 73517CAB 6A
o[ 73517 CAA FF turns red
e [ 73517CAD FF

FACA1Fen

Copyright Internet Initiative Japan Inc.
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Exercise 2 (27)

* Options -> Preferences
* Goto “Events” tab again and uncheck “DLL Load”.

* Then press F9 twice.
* The first API call always fails.

| Pauzed |INT3 breakpoint at :wtum:iSEtu;:DﬁetDauiceEaEiith'mmrtw{? (7351 7CT1 )
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Exercise 2 (28)

* Execute until the “ret” instruction by pressmg “Ctrl+F9”.

— WGy — L e vv

- O WLy e T = - W e W s '—--ﬁ‘\"-hﬂ"-’

= SEH | lo) S

& cpu I_lﬁ... ! 7'7)"1( r'&_] e ! ® R ! - I () G

@) ge

<> Geee L Reee

< | 1

Copyright Internet Initiative Japan Inc.

EIP ECX - ’351702F § c21c 00 B 1 :
e o You can see the result of the APl in
«| 73517032 90 nop .
|| 8 nop the stack (the 5™ argument, thatis
ajf2dang S5
o (L7 B L “PropertyBuffer” of the API)
. 73517’039 FF ??? . . o
o|7351703a  kF 272 Then, right-clickand ch o] |[e)VAlpoi Getoevicere
. ,*ggi?oge &r; 88 135 gword ptrdds €N, e t-clickand c OOS”e ollo e virtual s scC
ofl 7 7D3D a e pt H
s17351703F| 00 0O add at.art DWORD in Dump o2
o 73517041 FF ?2?7?
73517042 227 I, ———
‘ =
. '{Lj :r“w"jl\l.. nrfr
rﬂ esp+8 | 0018FECS
.text:7351702F setupapi.d11:36702F #6712 gspred CIOO0N0L H
—_— e
- [ : 777
@ D & Du | & Do &8 D 8 Dy & wa r/turn TO gozi_ursnit.00401094 from R
wware, WMware virtual S SCSI Disk O 3

S wizSafe
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Exercise 2 (29)

* Replace “PropertyBuffer” with arbitrary characters.

Hia  view' LUenug’.

29 E % «!:“ Edit data at 027187D0 il o @K LML BPEK 230
Bcru | @G| asom . | saseH [ bise [ @se [ ©0sn [ Lpe [ @y [«
: Z, ;2}; |aaaaaaaaaaaaaaaaaaaaaaaaaa | - [[Hidgwsp_q . - B
o[ 73517 - :
o[ 73517
s 73507) [ROEERR R J
. :‘-3513’ . o ”
s|73517] e , Select this area and press “Ctrl+E”,
o 73517
«|73517{ [61 61 61 61 61 61 61 61 61 61 61 61 61 ~ '
2173337] |61 61 61 61 61 61 61 61 61 61 i then you Can edit the buffer.
o| 73517 = 7
-|73517 = Note that you need to check “Keep
ol 735174 Ll LIS | | A . ”ou . ” .
<l Size” in “Edit data” window.
- Keep Size [ ok | [ Cancel ] -
.text:7351702F setupapi. dTT:36702F #6712
— [ - T = T B 0018FEOC 9 Fre
% Dump 1 %% Dump 2 &% Dump 3 &% Dump 4 4% Dump 5 itc OOBFEA gg;gigzg retyn to gozi_ursnift.00401094 fri
: : 1| co18FEA
e e et e e ol e g1 o0
027187€(|| 69 72 74 75 61 6C 20 53|20 53 9 20 44 o T 5 i ATt
027187¢q|73 68 20 44|65 76 69 63165 00 5C 00 60 00 61 00| Sk Device.\.m.a.| . %Eggfgoooodu
0271880( <3VAAT. . H.0.4.2. noyeccas | an Reccr
<3 M b o

* Andthen, Hit FS until the process is terminated, and after taking for a while, you will see suspicious
communications.
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Exercise 3

Dealing with the Process Hollowing / PE Reflective
Injection Technigue with Debuggers



‘D wizSafe

What is Process Hollowing / PE Reflective Injection?

* Process Hollowing / PE Reflective Injection are kinds of remote code
injection technique.

* A.k.a process replacement or Nebbett’s Shuttle.

* |f these techniques are used, almostall API monitoring tools including
APIMonitor can’t monitor the APls that are used in these techniques. Those
tools cannot set hooks when a target process is created because the process is
created with the suspended option.

* Even debuggers cannot attach the suspended process at the moment.
* You need to use debuggers with a certain technique!
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What is Process Hollowing / PE Reflective Injection?

* How does the Process Hollowing / PE Reflective Injection work?

* First, malware creates Process B (e.g. svchost.exe) using CreateProcess

APl with CREATE_SUSPENDED flag

Malware
Create a suspended

.text (code) Orocess

.data (data)

.rsrc (resources)

Process B

.text (code)
.data (data)

.rsrc (resources)

Copyright Internet Initiative Japan Inc.
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What is Process Hollowing / PE Reflective Injection?

* Second, malware removes original PE image from the memory of
Process B using ZwUnmapViewQOfSection API.

* |f PE reflectiveinjection technique is used, then this step is skipped.

Malware Delete PE sections Process B

.text (code)
.data (data)
.rsrc (resources)

- Delete original
PE image
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What is Process Hollowing / PE Reflective Injection?

* Next, it copies malicious code and data in malware to Process B using
/WMapViewOfSection APl or VirtualAllocEx and WriteProcessMemory
API.

Process B

Malware Copy sections

.text (code)
.data (data)

.text (code)
.data (data)
.rsrc (resources)

- Copy malicious
PE image to
Process B

.rsrc (resources)

L
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What is Process Hollowing / PE Reflective Injection?

* Then it replaces the current entry point in Process B with malware’s
one using GetThreadContext and SetThreadContext API.

e If ZwMapViewOfSection APl isused, the malware might replace the legitimate
code at the entry point with the malicious code directly without
SetThreadContext API.

Malware Process B

Change the
.text (code) entry point .text (code)

.data (data) .data (data)

.rsrc (resources) .rsrc (resources)
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What is Process Hollowing / PE Reflective Injection?

* Finary, it execute malicious code in process B using ResumeThread API.

* Note that the malicious code is executed with the access rights of the “Process
B”. If the “Process B” is an Internet Explorer, the process can access the
Internet because typical personal firewall allows |E to access the Internet
communication.

Process B

Malware

text (code) Resume the thread text (code)
.data (data) g .data (data)

.rsrc (resources)

.rsrc (resources)

Copyright Internet Initiative Japan Inc. 61



‘D wizSafe

Exercise 3 (1)

e At this time, we will see another gozi sample that uses the reflective
PE injection.

e Load “gozi_ursnif 201610.exe”.

* This another gozi sample has multiple anti-analysis techniques.

* First, we need to deal with “file handle” issue.

* This malware opens itself using CreateFile API, but this activity is failed on
some debuggers because those debuggers don’t close a file handle of
debuggee when they finish to load.
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Exercise 3 (2)

* Some debuggers don’t close debuggee’s file handle.

Debugger

OllyDbg 1.10 / 2.01 OK
Immunity Debugger 1.85 OK
x64dbg / x32dbg (Jan 27 2017) NG
WinDbg 6.2/ 6.3 NG
IDA Pro 6.95 (Local Win32 Debugger) NG
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Exercise 3

e E.g. This sample fails to open itself on x64dbg.

ﬁx32dbg - File: WinSdg.exe - PID: BF8 - Module: winsdg.exe - Thread: Main Thread 2D4

File View Debug Plugins

Favourites

Options Help

Dec 20 2016

)

tdta)iempgmgiaocrs B -

S D HE = 0

g cru L) Graph =7 Log 41t Motes ‘ Breakpoints 415 Memory Map =1 Call Stack =1 sed !‘ Script ! symools [ 4 1 3
- FF DD call| eax .
Eﬂ—)- 89 45 FC | mov dword ptr ss:[ehp-41,eax = Hide FPU
0 01179C33 83 7D FC cnp dword ptr ss :|[flebp -4[l], FFFFFFFF
- 01179C37 v OF 85 BO jne winsdg.1179CED | EAX FFFFFFFF
| 01179C3D 33 co XOor eax,=ax S i oo oo
| — 01179C3F ~ E9 B5 08 0 jmp winsdg.ll7A4F9
| 01179C44 8B 0D 98 mov ecx ,dword ptr ds:[118BC98 ] H
I 01179C4A 88 15 9C § mov edx,dword ptr ds:[118BCSC ] i CreateFile returns-1
01173C50 &A 00 push © |
| Lo
| o1175c52 o6 4z o4 { pueh dcsouiz ~ (INVALID_HANDLE_VALUE)
] 01179C57 52 push edx — —
| 01179C58 51 push ecx - ST e
I 01179C59 E& E2 7C call -:\.U'insdg.suh_:l.lSleD:\- EFLAGS 00000346
i 01179C5E 8B FO mov esl ,eax ZE 1 PF 1 AF O
I 01179C60 8B FA mov edi ,edx A-_o o o oo o —
| 01179C62 Al AD BC mov eax ,dword ptr ds:[118BCAD ] I
] 01179C6H7 3B 0D A4 mov ecx ,dword ptr ds:[118BCA4 ] -
| 01179C6D &4 00 push 0O Defaut (stdcall) = |5 = |:| Unlocked
| 01179C6F 68 00 21 g push 2100 _
I 01179C74 51 push ecx i Eupﬂ% 00000000
01179C75 50 push eax T || 2: [esp+8] 00000000
! 3: [esp+C] 00346810
\L Jr 4 T r 4: [esp+10] 00346818 &"(E4"
dword ptr [ebp—4]=[0019EA2C]=0 5: [espsla] 0000004A
eax=FFFFFFFF
.text:01179C30 winsdg. exe:$9C30 #9030 |_
= TR I 0019FS: 00000000 N
E Dumg 1 Dump 2 -.J Dump 3 Dump 4 Dump 5 aF W hllil D019F9A4 00000000
0019F9A8 00000000
Address | Hex | asciz N 0019F9AC 00346810 o
E— q
772E1000 53 00 59 00| 53 00 54 00| 45 00 4D 00| 00 00 90 50 S.Y.5.T.E.l__||| DO19FSB0 N sLonTs 4" (B4
. 0019F9B4 00000044 S
772E1010 72 00 63 00| OD DO 8B 46| OC 3B C7 OF| 8 A6 C1 09 F.Co...E.zd || 9OL3F3E< LUULLIL L il
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Exercise 3 (4)

* How to close debuggee’s file handle forcibly.
* First, start “Process Hacker” and double click on your debugger process.

!B Process Hacker [WIN-RMOJNHEZUQS\taro]
Hacker View Tools Users Help
%% Refresh .7} Options | @8 Find handles or DLLs
Processes | Services | Network | Disk _
Name PID CPU
= Searchindexer.exe 2544 002
] svchost.exe 3516
® | Trustedinstaller.exe 1008
®7 svchost.exe 3284
7 svchost.exe 2380
7 Isass.exe 504
5 Ism.exe 512
. winlogon.exe 476
4 _, explorer.exe 1940 001
s vmtoolsd.exe 2280 084
2 Zoomlt.exe 348
+ 3% x32dbg.exe 2860 136
® " ursnif.exe 2136 004
1™ ProcessHacker.exe 1688 0.4
A il mspaint.exe : Inc. 65
CPU Usage: 319% Physical memory: 399.05 MB (78.02



Exercise 3 (5)

* How to close debuggee’s file handle forcibly (cont).
* Click “Handles” tab, and find “File” type and debuggee’s file path, then right click and choose

“Close”.

#% 132dbg.exe (2860) Properties (ol Liease » 32 »
General l Statistics l PerfOmancam—Thie: en _Modju_
Menory_ | Eneorment | tendes | (1) [ commen
[¥] Hide unnamed handles
T;pe Name Handle -]
File  ¥Device¥KsecDD Oxa4 3
File  C:¥Windows¥System32¥en-US¥KernelBase. dll.mui Oxb4 i‘ i
File  C:¥Windows¥System32¥en-US¥user32.di.mui oxf3 =8O
File  C:¥Windows¥Fonts¥StaticCache.dat 0x17¢c
File  C:¥Windows¥System32¥en-US¥msctf.dll.mui 0x198 fr A M i
Fle  C:¥Windows¥Registration¥R000000000006.db 0x1a8 et S
File  C:¥wWindows¥winsxs¥x86_microsoft.windows.com... 0x1b0 "L'SE"!I 10} Seri
File  C:¥Users¥taro¥AppData¥Roaming¥Microsoft¥IM]... 0x1f4
File  C:¥tools¥snapshot_2016-12-20_17-25¥release¥x32 0x2f0
File  C:¥Windows¥System32¥comdig32.dil 0x354
File C:¥Windows¥System32¥sechost.dl 0x360 :
C:¥Windows¥System32¥kernel32.d1 0x374 L s
( 2 ) C: ¥\'Ind0ws¥5yshem32¥KemelBase di %390
C¥Wing 2¥lo ( 3 ) x300
. = Close Del
e o \f\'lndows¥5ysbem32¥kemel32 d Open file location Ctrl+Enter
| File  C:¥Windows¥System32¥comdig32.dil P
< | m File properties
Copy Ctrl+C
Copy "Name"
Properties Enter
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Exercise 3 (6)

* Next, we need to deal with Reflective PE Injection.

e Set breakpoint at “SetThreadContext” APl and
press “F9” to execute malware.
* For Win7 64 bit users (only for Win7 64 bit users), you
need to set the breakpointon

“Wowb64SetThreadContext” or “ZwSetContextThread”
instead.

BOOL WINAPI SetThreadContext(
_In_ HANDLE hThread,
_In_ const CONTEXT *IpContext

);

https://msdn.microsoft.com/ja-
jp/library/windows/desktop/ms680632(v=vs.85).aspx

Copyright Internet Initiative Japan Inc.

>dt CONTEXT
ntdlll_ CONTEXT

+0x000 ContextFlags

+0x004 DrO
+0x008 Dr1
+0x00c Dr2
+0x010 Dr3
+0x014 Dr6
+0x018 Dr7
+0x01c FloatSave
+0x08c SegGs
+0x090 SegFs
+0x094 Segks
+0x098 SegDs
+0x09c Edi
+0x0a0 Esi
+0x0a4 Ebx
+0x0a8 Edx
+0x0ac Ecx
+0x0b0 Eax
+0x0b4 Ebp
+0x0b8 Eip
+0x0bc SegCs
+0x0cO FElaoc

:Uint4B
: Uint4B
:Uint4B
:Uint4B
:Uint4B
:Uint4B
: Uint4B

‘D wizSafe

. _FLOATING_SAVE_AREA

:Uint4B
: Uint4B
: Uint4B
: Uint4B

: Uint4B
:Uint4B
: Uint4B
:Uint4B
: Uint4B
:Uint4B

:Uint4B

: Uint4B

- Uint4B
‘1 ]Jint4R
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Exercise 3 (/

W ¥32dbg - File: ursnif.exe - PID: C98 - Module: kernel32.dIl - Thread: Main Thread 400

[=][E )

BeER 2i0

<kernel3z.setThrea

» | 5 [+][C] Unlocked

' 1
edi=0

.Text:765801932 kernel32.d11:$90193 #5F993 <SetThreadContext>

2:
3: [esp+C] 00000000
4: [esp+10] OOOFESEBE

| Eile | Wiew Debug  Pluging Favourites  Options  Help  Jan 27 2017
20E 50 v tuwlliemgslaors B o=@ i aE
| Boru | @ gan |__olos | Notes | ® Breskpoints | W Memory Map | [ Call Stack | =3SEH | |of Soript | % Symbols | <43
. . 8B FF mov edi,edi 2
all 7eco F= Pl gpé & [ Hide FFPU ]
#| 76580196 8B EC mov ebp,esp I
E] | 7e580198 F 75 0OC push dwu:'rr"d ptr ssi|lebp+C] Eg gggggg;; B
#| 7655019E 75 08 push dword ptr ss:|[ebp+:a]
#| FREAMNTQF R L 24 12 4F 7R eAaTY dwnrd ntr d=: T<&NtSatContextTh ECX 7E65E0133
el EDX 00160000
______ 1 H EEP OD13F9FE
el 1.After execution, the debugger breaks ESP poasrers
i 4B TError= [—| ESI  OODOFESEE
. +| on SetThreadContext API. 1l epx 00000000
- |--»e| 7esg01B2([> 32 /0 XOr eax,eax
o 7e5801B4|]. & inc eax
o| 76530185 || > pop ebp - || Default (stdeall)
o V) — T T b 1: [esp+4] 00000074
‘esp+8] 00160000

00160 0
oo1e6a OX4010e7/ o oo 0o ooloo oo 0o ooloo oo oo oo
1 [ —

B | - E.
WDump 1 | gyDump 2 | gWDump 3 | @yDump 4 | gDump s | @8 watch 1 fi RS B 0005002
Address | Hex I — »[0013F84C [ 00160000 ]

00160000 ﬁ.nn.m.nn..m.m.m.m.i.m.m.nﬂuu 00 00 00 OO|M.............. - [
Toreooro ol 00 00 00|00 OO0 00 OO|0D OO OO0 QO(00 00 0D 00| . eecasnnannnns DDI;FE
00160020|00 0O 0O OO(O ... _l oa1ars
00160030| 00 00 0O 00 [0 . P TR = 3F¢
0016004000 00 00 00/ @ 3. Memorize this value i S
00160050| 00 00 00 00/0 IbContext+ Oxb0=  oiii i
00160060 | 00 00 00 QA |0 ( pContext + Ox = eeeeaean. i
00160070 00 00 o \IMLUHILEALT UAVLV — . o
D013F¢
00160080 | 00 O | o~ e, S
— D013F¢

00160090 2 [pContext->Eax = Entry  +..+.-.... 0 Dump”

BV i )
00160080 |E7 10 40 DDID . S T W 2w. . =

o ] DO13FL oo oo

oo1600co [so—ez—seoetc POINt Of this malware). i 0013FL__ | e

00 00 00|00 00 00 00(00 00 00 00| .cuuuueeennan.. il SSEEEEE gggggggg

F0102DEDE| return to ursnif.0l102DEDE T

2. Right click on the second
argument (IpContext) and
choose “Followin DWORD

3

-
| Pauzed | Dump: 00160000 = 00160000 (000000001 bytes) | Time Wasted Debugeing: 0:01:12:49

-
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Exercise 3 (8)

e Execute “Process Hacker” and right click on the child process of

malware and choose “Properties”.

Hacker View Tools Users

"3 Process Hacker [WIN-8846A00MKJK\taro]

Help

=8 Fof =x=

“Z Refresh 23 Options | ## Find Handles or DLLs =# System Information | O X Search Processes (Ctrl+K]

P

4 § | WinSdg.exe 2124 1.77 MB WIMN-8846A0. \taro
# | WinSdg.exe 2624 756 kB WIN-8846A0.\taro ‘
ProcessHacker.exe 796 084 11.25 ... WIN-8846A0.\aro Process Hacker

_

Processes | Services | Network | Disk
Name PID CPU KOTot. Private.. User Name Description i
4 Fﬂ explorer.exe 112 017 148.31 ... WIN-8846A0.\taro Windows Explorer
ﬂ vmtoolsd.exe 2164 011 836B/s 85MB WIN-8846A0.\aro VMware Tools Core Ser..

E

—

CPU Usage: 447%  Physical Memaory: 76.12% Processes: 36

()wizSafe
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Exercl

# | WinSdg.exe (2624) Properties | |

| General | Statistics | Performance | Threads Token Modules

Memory 1 1. Click “Memory” tab. %Y Comment
Strings... Refresh

MName Address Size Protec... i
Free 030 64 kB MA
Private (Commit) 010000 128 kB RW
Private (Commit) 030000 8 kB RW
Free 0x32000 56 kB MNA, L
apisetschema.dll: L..  0x40000 4 kB R ’
Free Ox41000 60 kB MNA
Private (Reserve) 0x50000 228 kB
Private (Commit) 089000 12 kB RW+G
Thread 1728 Stack: ... 0x8c000 16 kB RW N

Free

Free

FrEE LLE L LB LI I L T Y er=%
Private (Commit) 0400000 408 kB RWX
Free Oxd66000 1.88 GBE  NA -

Private (Reserve) ) ) )
private (Commit) 2 Double click this memory region.

Thread 1728 32-bit. Note that this memory region needs to include
Mapped (Commit)  the value you memorized previously on

“SetThreadContext” API.
In this case, the value is 0x4010e7, so the

Mapped (Commit)

Private (Commit}  memory region you need to choose is 0x400000.

o]
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# | WinSdg.exe| [ | WinSdg.exe (2624) (0x400000 - 0x466000) | ]

| General | S 00000000 4d 5a 90 00 03 00 00 00 04 00 00 00 £ ££ 00 00 MZeueseenuunnn.. -~
00000010 k& 00 00 00 00 00 00 OO0 40 00 OO0 OO0 00 00 00 00 weeewn.. Bowuunn. |?
Memory [ 00000020 00 00 00 00 OO0 Q0 00 00 00 00 OO0 OO0 00 00 00 00 weeevensnnannnas &

[ ]
EX r | 00000030 00 00 00 00 00 00 00 00 00 00 00 00 £8 00 00 00 sesesensasansans
00000040 O0e 1 ba Oe b4 09 cd 21 b8 01 4c cd 21 54 88 ..nuvnns !..L.!Th

?SwizSafe

00
5trings... 00000050 69 73 20 70 72 6£ €7 72 61 6d 20 63 61 62 6e 6f is program canno
00000060 T4 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 t be run in DOS
Name 00000070 6d &£ 64 65 2e Od 0d Oa 24 00 00 00 00 00 00 00 mode....5.......
00000080 36 3a le 04 72 Sk 70 57 72 Sb 70 57 72 5b 70 57 &:..r[pWr[pWr[pW
Free 00000080 6c 09 &5 57 73 Sb 70 57 55 8d 1d 57 73 Sb 70 57 1..Ws[pWU..Ws[pW
_ 000000a0 55 9d Ob 57 62 Sk 70 57 72 5b 71 57 cc Sk 70 57 U..Wb[pWr [oW. [pW
Private (Com|  100000b0 b1 S4 24 57 71 S5b 70 7 bl 54 2f 57 73 Sb 70 57 .T-Wa[pW.T/Ws[pW
Private (Com| 000000c0 bl 54 7£ 57 71 5b 70 57 6c 09 £9 57 52 5b 70 57 .T.Wq[pWl..WR[DW
00000040 6c 09 ed 57 73 1
Free 000000e0 52 69 63 62 72 | GOtO Offset .
apisetschemg ~ 000000£0 00 00 00 00 00 . " " o w )
i 00000100 ed bf £7 57 00 | enteranoffset: 2 INPUT “Ox10e7“ and click “OK”.
ree 00000110 Ob 01 09 00 00
Private (Rese| 00000120 e7 10 00 00 00 | [ ox10e7] -
Private (C 00000130 00 10 00 00 00
rivate (COmM| 10000140 05 00 0o 00 oo
Thread 1728| 00000150 0o oo oo 00 02 0K Cancel
Private (R 00000160 00 00 10 00 00
rivate (Resel 11000170 00 00 00 00 00 e —
Private (Com{ 00000180 00 BO 00 00 10 O . “ Bl e
( 1. Click “Go To...” button.
00000180 00 00 oo oo oo o 4. HEK Q0100 DULLOn. .. -
Thread 1728| --_.-_. .
Mapped (Con| | Re-read || Write | Go To... | | Save... || Close |
Free
Mapped (Commit) Ox1a0000 4 kB R
Free Ox1al000 60 kB MA,
Private (Commit) 0x1b0000 4 kB RW
Free Ox1b1000 231 MB NA
Private (Commit) 0400000 408 kB RWX
Free Ox466000 1.88 GB NA -

.
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# | WinSdg.exe
| General | 51
Memory l:
Strings...
Name
Free

Private (Com
Private (Com
Free

apisetschemg
Free

Private (Rese
Private (Com
Thread 1728
Private (Rese
Private (Com
Thread 1728
Mapped (Con|

® | WinSdg.exe (2624) (0x400000 - 0x466000)

00001080
00001070
00001080
00001050
000010a0
000010k0
000010c0
00001040
000010ed
000010£0
00001100
00001110
00001120
00001130
00001140
00001150
00001140
00001170
0ooaliao
00001130
00001120
000011k0
000011eO
00001140
000011ed
000011£0

50 5& &b 35
75 fc e8 b7
50 £f£ 75 fc
75 f£8 f£f d&
a3 40 00 57
ff d& &85 co
75 Oc 88 44
43 57 ef &c
5f 5e b c3
56 £f 15 90
58 £f 15 8c
40 00 50 e8
£ff 15 94 70
24 04 ga 00
cZ2 04 00 f£f
15 50 70 40
98 40 00 53
0 ke 00 99
94 04 00 00
Oc 00 00 3b
72 d& b 10
50 70 40 00
04 99 40 00

24 AL Fm oad

2 Click

=N B8 =>4

90 71 40 A FF Af 20 BA F~ T4 £2 FF T K ~ i

00 a0 oo
gd 45 £4

ff da &5
75 1& &8
at 40 00

00 a0 oo 2 £f 15 28
5k c9 c3|56 33 |f6 S& &8 00

70 40 00 &3 0% 98 40 a0
70 40 00 &3 28 98 40 a0
ce 04 00 00 ££ 35 08 98
40 00 5& ££ 15 9c 70 40
£f 35 08 98 40 00 ££ 15
74 24 04 6 00 ££ 35 08
00 c2 04 00 55 &b ec &3
56 33 db 57 B89 54 £4 25
40 00 33 ££f 84 45 £8 50
3b c3 74 2c £L 75 £8 Ga
c3 74 04 89 046 83 cd 04
£f 75 £& 53 £f 35 08 98
83 ££ 03 75 TL &8 04 a5
£f 15 74 70 40 00 53 &8

e 22 A0 NN =22 F~ Q2 AN

”erte” button

Re-read | Write Go To...

[afa)

K14}
ff
40
[ufu]
ag
a8
ec
45
gd
nd
47
40
40
cé
gn

71
ulal
cé
15
oo
Se
70
40
14
fc
45
58
B3
oo
oo
al

1

40
40
T4
98
g8b
if
40
ula]
al
249
bl
el
if
ff
ff
40

~2

a1l +h

1. At “Ox401e07”, memorize two bytes
B2 el 7t “5633“and replace those bytes with “EB FE”

which means infinite loop in machine code!

00 Ch.l....u....q8.
00 _~..[..V3.Vh..Q.
26 V...pB....R.;.ts
70 V...p@.. { B....p
f0 B.F...... 5..0..

74 ...p@.V...pB.".t
o0 £.j..5..0 .pa.
fFf ...t ] S5..0..
38 LEpR....T...... g
45 .@.5V3. h ]..E..E
e8 ....[@.3..E.E.E..
la HI S iy P
03 wewiebuonanns G..

15 r....u.5.5..0...
35 Fpl....u.h..E..5
00 ..@...tpR.Sh..E.

TA 1 [ [ .

Save...

3 C||ck ”Close" button.

Free

Mapped (Commit) Ox1a0000 4 kB R

Free Ox1a1000 60 kB NA

Private (Commit) 0x1b0000 4 kB RW

Free 0x1b1000 231 MB  NA

Private (Commit) 0400000 408 kB RWX

Free Ox466000 1.88 GB  NA -

o]
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Exercise 3 (12)

* Go back to x32dbg and press F9 to execute malware. Then malware is
terminated. But the child process of the malware raise the CPU rate
because we replaced the first instruction of the target process with an

infinite Io: instruction. |
"® Process Hacker [WIN-8846A00MKIK\taro] | |

Hacker View Tools Users Help

% Refresh 2# Options | &8 Find Handles or DLLs =¥ System Information | IR 4 Search Processes (Ctrl=K) L
Processes | Services | Network | Disk

Name PID CPU [/OTot.. Private.. User Name Description i

18.04 .. WIN-8846A0.M\taro Process Hacker

M ProcessHacker.exe 796 0.94

4 # | WinSdg.exe 1228 176 MB WIN-8846A0..\taro
| WinSdg.exe 268 48.23 131 MB WIN-8846A0.\taro

73

CPU Usage: 54.45%  Physical Memory: 81.80% Processes: 38
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Exercise 3 (13)

e Attach the child process of the malware.
* From menu bar of OllyDbg / x32dbg, choose “File” -> “Attach” and pick the
child process. ﬁ

Path

0000010C |C:\Users taro'\Desktop' 20161011 _gqozi_ursnit 20161011 _gozi_ursnif ' wWinsdg. exe
C:\Usersh\tar DRDESktDp‘\_ZDlElDll_gDZ'i _ursnif’20161011_gozi_ursnif'Winsdg. exe
0758 |C:\Users’taro'\Desktop'011yDbg'odbgll 0 \OLLYDEG. EXE

WOBEC | C:%WProgram Files (x86)“Common Files‘Java'Java Update' jusched. exe
«| I |

A Searlc:h: 7, These have the same process ID (268 is equal to 0x10cin hex).

Why is process X not shown? |Refresh (F5]| Attach | Cancel

Command Line .

=% n

B processHacker.exe 7 0.94 18.04 ... WIN-8846A0.\aro Process Hacker

4 # | WinSdg.exe 1.76 MB WIN-8846A0.\taro

® |winSdg.exe | 268 | 48.23

131 MB WIN-8846A0.\taro

CPU Usage: 54.45%  Physical Memory: 81.80% Processes: 38
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Exercise 3 (14)

* When we attach the process, OllyDbg 1.10 might show us the below
popup and can’t resume the thread execution. If you encounter this
issue, use OllyDbg 2.0 or other debuggers (e.g. x32dbg).

Program suspended @

Your program is suspended and can't run. Please resume main
thread.

TETTI T R I T I I LI T TITIRIT IT CTTTI I I

Copyright Internet Initiative Japan Inc. 75
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Exercise 3 (15

* Hit F9 (execution) and F12 (pause) in a debugger, then you will see the
infinite loop.

mxﬂdbg—FiIe:WinSdg.exe—PID: 10C - Module: winsdg.exe - Thread: Main Thread BAO (switched from 114) - | (=] i&|
File  “iew Debuz Pluging Favourites Options Help Mow 2 2016
S E 0 Ye Tt B iem s @0 o | 2@ AL BEYER XD

J 004010E7 EE FE I jmp winsdg| 4010E7 Hide FPU
L0401 080 NoT byte phefahsmaat]+ 68 ] :[ ]
®( 004010EC 00 00 add byte ptr ds:[eax],al | |l eEax 7DD73388 <kernel32.BaseThre;
@ 004010EE 40 inc eax — | EBx FEEDEQOD
#| 004010EF 00 56 FF |add byte ptr ds:[esi-1],d] ECX 00000000
8| 004010F7 A3 0B 98 40mov dword ptr ds:[409808],eax EBP 0018EE94 )
@ 004010FC 3B Cb cmp eax,esi E=p D018EEEC
r----@| 004010FE « 74 26 je winsdg.401126
| ®||00401100 56 push esi =L LLLLLLLL
i e 00401101 FF 15 8C 70€all dword ptr ds:[<&GetModuleHandlea: EDI 00000000
! & 00401107 A3 28 98 40mov dword ptr ds:[409828],e=ax ) _ .
: ®| 0040110C FF 15 98 70gall dword ptr ds:[<&GetCommandlinew: EIP  004010E7 winsdg. 004010E7
i @ 00401112 50 push eax | |
i @ 00401113 EE CE 04 0(Qcall winsdg.4015E6 - |
[ ANANI14 © re 20 A2 00 e b diined o mdb e Ao s TAADZAST .
Pl = | , | Default (stelcall) |5 &[] uniock
v - 1: [esp+4] 7EFDEO0OO
e 2: fespra] ooisrros
c . 3: [esp+C] 7DEASEDZ ntdll.7DEASEDZ
Ltext:004010E7 winsdg. exe:$10E7 #4E7 A =ncE_|_'I |:r|-.'| 7L ERENNn H
7DD733CA [return to ker
e Dump 1 e Dump 2 e Dump 3 | & Dump 4 e Dump 5 & Watch 1 | 0018FF90 | 7EFDEOQD i 76
Address |Hex ASCII » || 9018FFS4 | 0018FFD4
= SERO000 BB 44 94 04 cc ©3 04 00/t 90 3 00/cc 3 00 00 BoioticosToiathon — ||| 0018FF98 |r7DEAYED2|return to ntd
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Exercise 3 (16)

* Then press “Ctrl+E” and restore the original bytes you memorized
previously. (in this case, “56 33")

%% x32dbg - File: WinSdg.exe - PID: 10C - Madule: winsdn eve - Thread: Main Thread BAQ (switched fram 114) = S|
File “iew Debug Plugins Favourites . Edit code at 004010E7 @
O 50 & T @[ HE& ® O
. —  ASCIL
Boru | ®oe | Leg [ 0 2 b g | O g | E
[ETP El:==3 004010E7 EB FE V3 ]
@ 004010E9 Fo 56 68
®| 004010EC 00 00 UMICODE: <kernel32. BaseThres;
e 004010EE 40
e 004010eF 00 56 FF L |
& 004010F2 15 90 70 4 - -
ol 00401087 A3 08 98 4 winsdg. 004010E7
@/ 004010FC 3B Co Last Code ; Code |
----@| 004010FE| - 74 26 =00 Age g
| ®|00401100 56
,  ®|00401101| FF 15 8C 7{ |V3 |
| e| 00401107 A3 28 98 4 ,
! el DD40110C EE 15 98 7 Ha: winsdg. 0040107
i & 00401112 50 =
i @ 00401113 EE CE 04 O |
| - 56 33 s
H - L I T s Wl | r— 20 A9 0 o - .
\{:-" 1 | 1l o 7 o 77 N ]5 = D Unll:”:k
Jump 15 taken Replace EB FE tO 56 33 5 = Egg
winsdg. 004010E7 - ED2 ntdll.7DEASED2
.text:004010E7 winsdg.exe:$10E7 #4 . el N
h | i i - D7 33CA [return to ker I
&% Dump 1 &% Dump 2 & Dumpy FDEQOO i 77
Address |Hex I | Keep Size | o] | | Cancel 18FFD4
TREEONOO [BR 44 94 nd e 3 nd o0 o — = DEAYEDZ|return to ntd




Exercise
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17/

* Now you can debug the malicious code in the target process.

# ¥32dbqg - File: Win5dg.exe - PID: 10C - Module: winsdg.exe - Thread: Main Thread BAO (switched from 114) = | (=] i&|
File  “iew Debuz Pluging Favourites Options Help Mow 2 2016
CDE =m0 Y8 Tt @llemgshiacosow B =i . L BIER I
B cru | B |ttt - |mm |D@ |ESEH|J_,5 |-..35... |<>5... | E
[EIF EEE] 004010E7 56 ush esi
0| 004010E8 33 Fb E{:r esi,es’ ReStored IﬂStrUCtIOnS:[ _ ]
@ 004010EA B postresT | Il Eax 7DD733B8 <kernel32.BaseThre;
@| 004010EE 68 00 00 44 pusﬂ winsdg. 400000 — | EBX  7EFDEOOO
@ 004010F0 56 push esi ECX 00000000
e 004010F1 FF 15 90 70e€all dword ptr ds:[<&HeapCreates>] EDX  0D4010E7 winsdg. 004010E7
@| 004010F7 A3 08 98 40mov dword ptr ds:[409808],eax EEP 001 8FF 94 )
®| 004010FC 36 CG cmp eax,esi E=p D018EEEC
r----@(| 004010FE| ~ 74 26 je winsdg.401126
| ®||00401100 56 push esi =L LLLLLLLL
i e 00401101 FF 15 8C 70€all dword ptr ds:[<&GetModuleHandlea: EDI 00000000
! & 00401107 A3 28 98 40mov dword ptr ds:[409828],e=ax ] _ .
! &l 0040110C FF 15 98 70€all dword ptr ds:[<&GetCommandLinew: EIP  004010€7 winsdg. 0040107
i @ 00401112 50 push eax
i ef 00401113 EE CE 04 0O( ca]l ﬁ'inigg.dt}lﬁlEﬁr ; - |
: ANANAA4 0 e 25 A NG moaae nadm mt e Ao s TAADCNS R .
e I | | |Default (stdcall »|5 =[] Uniock
— — 1: [esp+4] FEFDEOOO
es1=0 2: [esp+8] 0018FFD4 .
. 3: [esp+C] 7DEASEDZ nt . 7DEASED2
Ltext:004010E7 winsdg. exe:$10E7 #4E7 A =ncE_|_'I |:r|-.'| 7L ERENNn H
7DD733CA [return to ker
e Dump 1 e Dump 2 e Dump 3 | & Dump 4 e Dump 5 | Watch 1 | 0018FF90 | 7EFDEOQD i
— ||| 0C01LBFF94 | DO1BFFD4
Address | Hex ASCIZ “ || 0018FFO8 [[7DEAQED2|return to ntd
JDEBOCOO0D | 8B 44 24 04 |CC C2 04 00|CC 90 C3 90|CC C3 90 90| 4D3oIACsTOAGTASS —ll ooigeeac | 7EFDEDGO
JDESQOLO| 90 90 90 90|90 90 90 90 (90 90 90 90 (90 90 90 90| oo i |_| CICIlzﬂFF-‘-CI 770308A0
7DEBO020| 8B 4C 24 04 [F6 41 04 06|74 05 EB 81 (1D 01 00 BB |<oL30OASOTOEIOGO EIEI]_’FF:" 00000000
IRCEAOIN 01 a0 a0 a0 le? A0 a0 anl g8m 84 34 me 072 A0 00 64 e o e Eise e T eve o m JULL G FAS | U

g_f
>

wizSafe
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Exercise 3 (18)

e Press “Ctrl + G” and type “SetupDiGetDeviceRegistryPropertyA” in the
text box below. And then click “OK”.

* Then you can apply Exercise 2 (6) and later.
* But see next slide...

e At Exercise 2 (23), you will need to deal with Reflective PE Injection
again and the file handle technique when you analyze “copied gozi”
again.

* So you need to combine Exercise 2 with this exercise.
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Exercise 3 (19)

e GetCursorlInfo
* Actually, this malware sample has another sandbox evasion technique.

e Malware checks mouse movement with GetCursorinfo API.

* |f your sandbox system has no mouse activity emulation, this malware never
takes any action.



E e

P

H x32dbg - File: Win5Sdg.exe - PID: 10C - Module: winsdg.exe - Thread: Main Thread BAO
Help Mow 2 2016

Favourijtes
BEE s

Eile  “iew Debug Plugins
S E 0 vYae e

Dptio ns

& = ol e

-] £

E=Een <)

FREN WWASE X : 2899 B -k YeE

b

Boru | ®o- LD_Sandbox Evasion Code P P - S— - o <l»
r---»@ 00401683 ED esp+2C Hide FPU
! @ 00401687 50 ||push eax | | ’ l
! &l 00401 6E8 C7 44 d pLr qq'r::-qln-l-lﬂ'l 14 | EAY
| @ 00401690 FF 11€all dword ptr ds:[<&GetCursorInfox] || gpx— Difference between
i L EB 44 mov eax,dword ptr ss:ijiesp+=Cl T ECX
. #[00201694) 2B ¢qsub eax,es] epx last and current mouse
l ’ y . EBP -
! ®| 0040169E 03 44add eax dword S :lesp+38j
i 00401642 50 |[push _eax esp POSItions
Eg——e EB B{call winsdg.403894 — Eg} WUUUIL = L £
i #| 00401648 8B (ﬂﬁ‘gﬁ_r'mov ed1,aword pur o=s:[fesp+3E] e . .
i #| 00401 6AC 8B mov esi,dword ptr ss:fesp+3C]) .bSS section deCOde routine
: el 004016B0 83 cmp eax,C EIFP UUS UL OAT WITIZUY,. YU UL OAD
L----@f 004016B3| -~ 74 je winsdg.401683
ef 004016E5 I & i EFLAGS Q0000247
r----@| 00401687 ~ OF 8)jne winsdg.401A%B ZF1 PF1 AF O
i o 00401 6BD Al 1fmov eax,dword ptr ds:[409818] OF 0 SEQ DE O
I e 004016C2 53 push ebx CF1 TEO IF 1
! @ 004016C3 EE 4.3 call winsdg.402A0F .
i ®004016CS (Test eax,eax Default (stdcall) =5 &[] Unlock
i h |% 1: [esp] 00000000
wi n5dg 00403894 2: [esp+4] 00000000
3: [esp+8] 00000000
.Text:004016A3 winsdg.exe:$16A3 #AA3 4+ Taenirl 7oenenin T
0018FEFC
&% Dump 1 ble Dump 2 B Dump 3 be Dump 4 be Dump 5 5 Watch 1 O018FEOD | 00000000 o
7DEB000O 8B 44 24 04|CC C2 04 00]CC 90 C3 90|CC C3 90 90| 6DSoTAGToAOTA || 001oitoe | A6no5000
FDESOO1C |90 90 90 90|90 90 90 90|90 90 90 90|90 90 90 90 QMWM@QW_' 0018EE10| 00000000
JDEBOOZ20 | 8B 4C 24 04 |F6 41 04 06|74 05 EEB E1 |1D 01 OO0 BSE ¢L$¢E§A¢¢t¢éq¢¢ 0018EE14 | 00000000 |_|
7FDESOD30(01 00 00 0O0|CZ2 10 00 90 |8D B4 24 DC |02 00 00 64| oeesBoed00S00 001EEELE | 00000000 N
YT LT -
7DE80040|86 OD 00 00|00 00 BA 20|00 E8 /D 89|08 83 50 04|00 1830001 ¥ ||| 001 8FF1c | 00000000 ¥,
< | i | 4 « [ | b
Comrmand: Default ']
| Pavused INT3 breakpoint at winsdg 00401 596 (00401 G2 ) |Time Wasted Debugging: 0:00:34 41

S wizsSafe
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Exercise 3 (21)

. Thgn you can get suspicious HTTP communications.

FH fakenet64
HTTPL istener80]

23019 PM [ HTTPL istener80 ] hET
*ﬂD|H”+ 'FTT JYf VNN
|aqugBLD4fDLtH]_EBHrJeL neHlk /47
; 1
0:19 PM [
EEHNT 6.1;

HTTPL istener80] User-
Wiﬂﬁd; EE4]
HTTPL isteners

beent

0-19 PM [
19 PW [
0:19 PM [

/2616 08:30:19 PM [
- defaultFiles/FakeNet

HTTFL izter
HTTPL ister
HTTPL istene

:|:| | Nalnlnl=1s '|' Nelgl
0] Cache- Luﬂtrn|

30]

HTTPL isteners(

HTTPL isteners
html

0] Responding with mime type:

no- Idth

B==(E5R T

EJT[”HLmuI

Mozi | la/4.0 (compatible: W

image/gif f

4 |1
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Exercise 3 (22)

 Difference between gozi samples Jun/2016 and Oct/2016
Jun/2016 Oct/_2016

Anti Debugger with file handle opening

Process Hollowing itself
Sandbox Evasion (mouse event)

VM detection (HDD name) VM detection (HDD name)

Copy and Execute malware with batch file

Copy and Execute malware with batch file

Anti Debugger with file handle opening

Process Hollowing itself (copied one)

Sandbox Evasion (mouse event) (copied one)

VM detection (HDD name) (copied one) . VM detection (HDD name) (copied one)
OpPVYI10 erne auve Japd N

83
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Detection techniques

* Most of VM or sandbox detection techniques are the same old.

 |f you know those technigues, you will handle almost all cases.

e Search keyword
e Sandbox detection technique
* VMdetect technique

* Sometimes we might encounter new techniques though.
* http://joedsecurity.blogspot.jp/2016/10/pafish-for-office-macro.html

* References
* https://github.com/a0rtega/pafish
* http://artemonsecurity.com/vmde.pdf

* http://resources.infosecinstitute.com/how-malware-detects-virtualized-environment-and-its-
countermeasures-an-overview/
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To be continued...



