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— i « Systemn32 » winevt » Logs w Search Logs e
o . ? # Ouick access ~  MName " Date r'|'|I3II|IfIEII| Size -

What is Event Log" e T

B Deskiop 12] HardwareEvents.evix 1/18/2018 11:13 AM 68 KB

* Windows version of ”SVS|Og". ¥ Downloads 2] Internet Explorer.evix 1/18/2018 11:13 AM 68 KB

Iifl Documents 2] Key Management Service.evix 1/18/2018 11:13 AM 68 KB

= Pict 2] Microsoft-Client-Licensing-Platform%4A...  1/29/2018 318 PM 1,028 KB

ictures

= . 12| Microsoft-Windows-Application-Experie...  2/4/2018 11:47 PM &2 KB

d Music 4] Microsoft-Windows-Application-Experie..  1/17/2012 615 PM 63 KB

B Videos 8] Microsoft-Windows-Application-Experie..  1/17/2018 6:15 PM 63 KB

I Desktop 2] Microsoft-Windows-Application-Experie...  1/29/2018 3:17 PM &3 KB

& OneDrive {4 Microsoft-Windows-Application-Experie...  1/17/2018 615 PM 63 KB

Microsoft-Windows-ApplicationResourc,,, 172972018 3:22 PM 1,028 KB

& pE
a taro = =
110 items
* Where are these artifacts located in?
%SystemRoot%\System32\winevt\Logs
* %SystemRoot%is “C:\Windows” typically.
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Event Log 101

* There are three standard logs and lots of custom logs.
Standardlogs
* Security
* System
* Application

Customlogs (Applications and Services Logs)
* RDP

* PowerShell

* Windows Firewall




Event Log 101

* Each log contains following items.

Source
Event ID
Level
Information / Warning / Error

User
The target user of a event's message.

Dateand Time
Computer

The target host of a event's message.
Description

The details are described in this un-normalized field!

General Details

‘D wizSafe

An account was successfully logged on.
Subject:
Security ID: SYSTEM
Account Name: DESKTOP-SHCTJ7L$
Account Domain: WORKGROUP
Log Mame: Security
Source: Microsoft Windows security ¢ Logged: 3/6/2018 5:52:16 PN\
Event ID: 4624 Task Category: Logon
Level: Information Keywords: Audit Success
User N/A Computer: DESKTOP-SHCTJ7L
OpCode: Info

More Information:

Event Log Online Help

* The event ID number is unique within each log, such as System, Security,
Application, and other custom logs. However, the same ID number may be used if
the log is different.

Copyright Internet Initiative Japan Inc.
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Event Log 101

* Audit policy
e Forsecurity log, all logs are not enabled by default. “Audit policy” manages this.
e You can confirm/edit the current audit policy with these applications/ commands.
* |ocalpol.msc (online)
* gpedit'msc (On”ne) BN Administrator: Command Prompt — O >
¢ aUditpOI (Online) Microsoft Windows [Version 18.8.18586]
* Regripper auditpol plugin (offline) () 2615 Microsoft Corporation. All rights
» Volatility auditpol plugin (offline)

. REfS § rity System Extension
* http://www.kazamiya.net/en/PolAdtEv

* https://github.com/keydet89/
Re |ORippgerZ.8/b|ob/mayster/plugins/

auditpol.pl 3
* https://github.com/volatilityfoundation/ Account Lockout
volatility/blob/master/volatility/plugins/ sec Main Hode

Quick Mode
Ex ed Mode

registry/auditpol.py
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Event Log 101

* There are lots of tools to view and/or parse event logs.
e Event Viewer (default)
* PowerShell (default)
* Event Log Explorer (commercial) [1]
* python-evtx [2]
e EvtXtract [3]
e Evtx Parser [4]
e Libevtx [5]
* Log Parser [6]
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Event Log 101

* Before we dive into the event log world, we should discuss two basic
authentication protocols for Windows.

Kerberos

* The defaultauthentication protocol for Windows domain networks.

e But, if a session starts with IP address instead of host name, the NTLM authenticationis
used.

NTLM

* Atraditional authentication protocol.




Event Log 101

e Kerberos Authentication Mechanism

1.

A user on clientrequests a Ticket-granting
Tickets (TGT)

The Authentication Service (AS) sends a TGT,
whichis encrypted with password hash of
the user.

The client decrypt the TGT and send it to
Ticket Granting Service (TGS) for a Service
Ticket.

The TGS sends the Service Ticket to the
client.

The client send the Service Ticket to the
server.

Then a service session start.

Copyright Internet Initiative Japan Inc.
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Domain Controller

Key Distribution
Center (KDC)

Authentication
Service (AS)

Ticket Granting
Service (TGS)

Active Directory
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e NTLM Authentication Mechanism

1.
2.

A client requests access to a server.

The server respond challenge message to the
client.

Clients sends response message to the server.

The server sends challenge and response
messages to the Domain Controller (DC).

The DC confirms them to authenticatethe
user. If the authentication was successful, the
DC sends to the server the confirmation that
the user was authenticated.

The server respond to the client to start a
service.

Copyright Internet Initiative Japan Inc.
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Event Log 101

e Challenge Response Authentication Basic

Client Side Server Side
Entering L ) :
.y [ [1] Authentication ﬂ[ [2] Generating }

asswor " "
P Request ) Challenge Getting User's

by User

l password hash
Challenge Challenge from account DB
Calculating [3] Calculate [4] Calculate Password
hash "Response” "Response” Hash

Password Response Response

Hash

[5] Comparing
"Responses"

Copyright Internet Ini
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Event Log 101

* The most important logs for incident response are...

e Credential validation (Authentication, Account Logon)
* 4768:requested a TGT

* 4769:requested a Service Ticket
e 4776:NTLM authentication

Kerberos related

* Logon (Authorization?)
* 4624 Logon
* 4625: Logoff
* 4634:Logon Failed (not default)

* These all events are logged in the standard "Security" log.
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4768 requested a TGT

* Thisevent logged on the Domain Controller.
And both of success and failure requests are
logged.

Key Distribution Center
(KDC)

Get TG fromAS 4768 thentication
ervice (AS)

m Ticket Granting

Service (TGS)

Client

Get ST from TGS

Request Service

O

opyright Internet Irf

‘Fﬂ Event Properties - File: C:\Users\ttaro\Desktop\Security.evtx -

Standard
Date: 2/8/2018 Source: Microsoft-Windows-Security-Auditing
Time: 2203 PM Category:  Kerberos Authentication Service
Type: Audit Success EventID: 4768
ser: M A
Computer: AD-WIMN2016. ninja-motors.net
Descriplion:
& Kerberos authentication ticket (TGT) was reguested. ~
ST ACCOUNT TR
Account Mame: ninja-rdp
uppled Healm Name: nima-motors.net
User ID: 5-1-5-21-367197/0501-3975728774-4289435121-3102
Service Information:
Service Mame: krbtgt
Service ID: 5-1-5-21-3671970501-3975728774-4289435121-502
Metwark Tatal
Client Address: o ffff: 192,168, 52,40 W
Data: @ Bytes ID Words I:::I D-Waords
Lookup in: Event ID Database Microsoft Knowledge base Close
itiative Japan Inc. 12




Event Log 101

* 4769: requested a Service Ticket

* Thiseventislogged onthe Domain
Controller. Both succeeded and failed
requests are logged.

Key Distribution Center

(KDC)

Authentication
Get TGT from AS
v
_-‘%\ ¥ jcket Granting
Get ST From TGS Service (TGS)

Request Service [

O

S wizsSafe

*Fﬂ Event Properties - File: C:\Users\ttaro\Desktop\Security.evtx

Source: Microsoft-Windows-Security-Auditing

Category:  Kerberos Service Ticket Operations

Event ID: 4769

Standard
Date: 232013
Time: 2227035 PM ‘
Type: Audit Success
User: A
I Computer: AD-WIN2016.ninja-motors.net I
Description:

I A Kerberos service ticket was requested,
CCOUNT [ aaa

Account Name:

ning'a—rd;@ﬂINJA—MDTDRS.NEI' I

coount Domain:
Logon GUID:

Service Information:

{2BCCOEE2-3A75-6B75-DFA1-3C 1158C32DF4}

ISer'n.-'ir.:e MName:
1L

Metwork Information:

Data:

Lookup in:

ICIient Address:

nffff: 192, 1658.52.40

(@) Bytes () words () D-Words

Event ID Database

opyright Internet Inifiative Japan Inc.

Microsoft Knowledge base

CLIENT-WIM10-1%5 I
ESEES 1-39757287744289435121-2001

13

Close
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* 4624: Logon

e This event documentssuccessful logon
attemptto various componentson the
local computer.

* Thisevent also indicates "logon type".

Key Distribution Center

(KDC)

Authentication
Service (AS)

m Ticket Granting
Service (TGS)

Get TGT from AS

Client

Get ST from TGS

Request Service

O

opyright Internet

()wizSafe

Date: 282013 Source: Microsoft-Windows-Security-Auditing
Time: 22N03PM Category: Logon
Type: Audit Success EventID: 4624
ser: M A
Computer: dient-win 10-1.ninja-motors.net
Description:
L%unt was successfully logged un.l
ubject.
Security ID: 5-1-5-18
Account Name: CLIEMT-WIN10-1%
Account Domairn: MIMJA-MOTORS
Logon ID: Ox3e7
Logon Information:
Logon Type: 10
“HEsTICed Admin Mode: O
Virtual Account: Mo
Elevated Token: No
Impersonation Level: Impersonation
Mew Logor:
i : -1-5-21-36719050 1-39757 287 74-9289435121-3102
| Account Name: nini’a—rd; i
Coou OMmiain: M RS
Logon ID: 0x3a3szb
Linked Logon ID: Qx
Metwork Account Mame: -
Metwork Account Domain: -
Logon GUID: {28CCOEE2-3AT6-6B76-DFA1-3C1158C32DF 4}
Process Information:
Process IO 0x3ed
Process Mame: C:\Windows\System32\svchost. exe
Metwork Information:
Workstation Name: CLIENT-WIN10-1
Source Metwork Address: 192.168.52.44 14
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Event Log 101

 Whatis “logon type”?
* Interactive(2)
* Network (3)
e Batch (4)
e Service (5)
* Proxy(6)
e Unlock (7)
* NetworkCleartext (8)
* NewCredentials (9)
 Remotelnteractive (10)
* CachedInteractive (11)
e CachedRemotelnteractive (12)
e CachedUnlock (13)

https://msdn.microsoft.com/en-us/library/aa394189.aspx

Copyright Internet Initiative Japan Inc. 15
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Event Log 101

 Whatis “logon type”?
* Interactive(2)

* For Local logon with a user credential.

* For example, if you sit in front of your PC, press Ctrl+Alt+Del keys, and type your user name
and password; the log will be produced when the logon is attempted.

* Network (3)

* This is the most generic logon type. This type of logon is used for SSO (Single-Sign-On). You
don’t need to input any additional credentials if you have already had a rights to use services
(E.g. connecting to a file server with SMB).

e Batch (4)
e For Task Scheduler and AT.

* Service (5)
 For Windows Services.

Copyright Internet Initiative Japan Inc. 16
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Event Log 101

 Whatis “logon type”?
e Unlock (7)

* For unlocking the screen lock.

Remotelnteractive (10)
* For RDP.

CachedInteractive (11)

* If the machine cannot communicate with the domain controllers and if you have logged on to the
machine in the past, this typeis logged when you log on in that situation.

* E.g.If youtake your laptop out with you, and log on to the laptop with a domain account offline.

CachedRemotelnteractive (12)
* Asimilar situation to 11, but logged for RDP.

CachedUnlock (13)

* Asimilar situation to 11, but logged for unlocking screen.

Copyright Internet Initiative Japan Inc. 17
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Event Log 101

* There are three "account types" for account/user names logged in
Events.

* User accounts
* |ts just user account. Generally this type of accountsare bind to each person or roll.

¢ Computer accounts

e Thisaccounttype indicates each host. A name of this account type is terminated with
character"S". For example, "DESKTOP-SHCTJ7LS" isa name of a computer account.

e Service accounts

» Each service accountis created to be owner of a certain service. For example, IUSR is the
owner of IIS, and krbtgt is the owner of a service that is a part of Key Distribution Center.
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Remote Logon Events
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Remote Logon Events

* There are a lot of remote logon methods that are used by attackers for
Windows.
* RDP
e Task Scheduler/AT
* Powershell Remoting
* WInRS
* WMIC
* PsExec
* Wmiexec



RDP



RDP (1)

 Why this event is important?

» Attackerssometimes use RDP to logon to remote computers while users are away from clients,
or to penetrate servers. So, you should check this event.

* I[mportant event IDs
* Security.evtx
e 4624: An account was successfully logged on.
* 4648: A logon was attempted using explicit credentials.
* 4778: A session was reconnected to a Window Station. (Not default)
* 4779: A session was disconnected from a Window Station. (Not default)

* Microsoft-Windows-TerminalServices-RemoteConnectionManager%4QOperational.evtx
e 1149: User authentication succeeded
e 21: Remote Desktop Services: Session logon succeeded
* 24: Remote Desktop Services: Session has been disconnected
* 25: Remote Desktop Services: Session reconnection succeeded

Copyright Internet Initiative Japan Inc. 22



RDP (2)

e How can we detect this event?

* Logon with RDP

e 4624 (Security.evtx)
* Description
* An accountwas successfully logged on.
* How can we recognize RDP logon with this ID?
* Filter with these logon types in this ID.
* Logontype 10 (Remotelnteractive) or type 12 (CachedRemotelnteractive)
« Why?

* Remotelnteractive (10) and CachedRemotelnteractive (12) indicate RDP used clearly
because these logon types are dedicated for RDP usage.
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Date: 2/8/2018 Source: Micros:
R D P ( 3 ) Time: 2:49:52 PM Category: Logon
Type: Audit Success EventID: 4543
User: M A
Computer: dient-win10-1.ninja-motors.net
¢ HOW can we deteCt th|S eveﬂt? Description:
° Logon Wlth RDP :L!Eic:—r:l'n'as attempted using explidt credentials.
e 4648 (Security.evtx) security ID: sis8
« Description This messageisnotrelated to RDP
* Alogon was attempted using explicit credentials. sinceits SPN indicates the CIFS service.
 How canwe recognize RDP logon with this ID? Account Whose Credentials iiere Used:
) ) ) o Account Name: ninja-master
* Find events with the following conditions. Account Domain: NINJA-MOTORS.NET
* Filter out computer accounts and localhost. Targetseraa " {Fa7280CC-SADAC:
* Filter out included SPNs or filter with “TERMSERV/”. )= = aol-in A
Additional Information: cifsfad-win2016

e Why?
* |If auserinputs a credential clearly when the user logs on to remote machines with RDP, then

this ID is logged at the source machine.
e But when “Restricted Admin mode” is used, this ID is not logged for the admin accounts.

e This event ID logs SPNs (Service Principal Name) that indicates service names which a user
wants to use. And SPN for RDP is “TERMSERV” or any SPNs are NOT included for RDP and
several cases (E.g. local logon).

Copyright Internet Initiative Japan Inc. 24



RDP (4) D E :
L client-win10-1
* Let’s assume these conditions are - (admin-pe) [P .
given. =] Nt
e client-win10-1(192.168.52.40) 1*_ win
e Administrator’s PC
* He uses toyoda, ninja-rdp, ninja-master accounts. A
e client-win10-2(192.168.52.44) <« normal
* Honda’s PC <+— abnormal

* Heis a general employee and he don’t have any admin rights.
e He uses only this PC and “honda” account.

* The owner of the “client-win10-1" often use RDP to logon to remote hosts. But not
vise versa.

* Since event ID 4624 is recorded on the target host, which is the destination host when
it was logged on from a remote host, let's check "client-win10-1" first to see if there
are any logons from a remote host is recorded.

Copyright Internet Initiative Japan Inc. 25



RDP (5)

* Open the below log with Event Log Explorer.

* Training_Materials\EventLogAnalysis\RDP\Win10
-1_Security.evtx

* Original log file name : Security.evtx

2

Event Log
Explorer

* Notice:

* You should dragthe log file and drop it to the
Event Log Explorer.

* |f you double-clickthe log file, Event Viewer,
which is the Windows' default log viewer, starts
instead. The viewer is not capable of complex
filtering.

Copyright Internet Initiative Japan Inc.
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Event Log Explorer

Event Log Explorer is running in evaluation mode

(®) Continue evaluation

30 days left
E'lJ'E‘H+I mm Eumlarar io = ~areersarsizsl cafhoses far sma use E:{cept

e (1) Select this option (default) ?res 30 days

Order Maow

Free License

Event Log Explorer is free for personal non-commerdal use, The
license never expires, but you cannot use it with more than 3 col
in your home netwark.

et FREE License Maw

() Enter license key

If you received a license key, you should complete the registrati
process by entering the key.

() Quit program (2) Click "OK"

[ ] Do not show this dialog at start (

26



RDP (6)

e Click the “Filter Events” button.

i File Tree View Event Advanced Window Help

Copyright Internet Initiative Japan Inc. 27



RDP (7

Filter
Apply filter to:
(@ Active event log view (File: E: \first_tc_2018\evtxwin 10-1\Logs\Security. evix)
(O Event log view(s) on your choice
i~ Event types - Source: Exdude
[ Information
[] Warning Category: Exdude
Error
= N Lser; Exdude
[ Critical
[ Audit Success Computer Excude
[] Audit Failure
Event ID(s):
4624 [JExdude

Enter ID numbers and/or ID ranges, separated by comas, use exdamation mark to exdude criteria (e.g. 1-19,100,250-450!10,255)

Text in description:

Logon Type: [\t\s] *10[ ¥ \n'\s] *ILogon Type: [\tis] *12[\n\s]

r Filter by description params (for security event logs, e.g. Object\Object Name contains elex.exe)

| Newcondion || Delete condition |

Name

Clear list

|Operator

]value

[MRegExp  [JExcude

(2) Choose “Training_Materials\EventLogAnalysis\RDP\Sec4624 rdp.elc”,
then click “Open” button.

~|_JDate [_|Time

Separately

From: 2/25/2018

12:00:00 AM

FY
-

To:

2/25/2018

12:00:00 AM

FY
-

mm (1) Click “Load” button. 7 hous

Clear || Load... ||| Save...

Exdude

Exdude

()wizSafe

28
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Apply filter to:
(@ Active event log view (File: E: \first_tc_2018\evtxwin 10-1\Logs\Security. evix)

R D P (8r OEvent log view(s) on your choice

[ Event types - Source: v Exdude
[ Information
[] Warning Category: ol Exdude
[ Error e
[ Critical ' Excude
[ Audit Success Computer: o Exdude

. Filter withEvent 1D 4624.

Event ID(s):

lqazq | [JExclude

numbersi _, . nark to exdude criteria (e.g. 1-19,100,250-450!10,255)
~ Filter withlogontype 10 or 12.

Text in description:

ILﬂuﬂﬂ Type: [\t\s] *10[V \n's]*ILogon Type: [\t\s] *12[V \n's] | MRegExp IDEIdee

r~ Filter by description params (for security event logs, e.g. Object\Object Name contains elex.exe)
[ New condition | Delete condition Clear list
Mame |Dperatn:-r ]value
- D Date D Time Separately
From: 2/25/2018 12:00:00AM 5 | To: 2/25/2018 12:00:00 AM Exdude
Display eventfor thelast |0 | o) days [0 |=) hours Exdude

29

. Cear | Load.. | save... . ok | Cancel




4624

RDP (9)

* How To Analyze
* Logonwith RDP

Logged Host W here You Should Look What You Get

Security.evtx

Destination
(remote host)

Date, Time

Computer Name

New Logon\Security ID
New Logon\Account Name
New Logon\Logon ID

New Logon\Logon GUID

Network Information\Source Network
Address

Copyright Internet Initiative Japan Inc.
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Date/Time around RDP used
Destination computer name

Logon user’s SID

Logon user’s account name

An ID to combine with 4648 and others
An ID to combine with 4769

Source IP address

30



*-;g Event Log Explorer

: File Tree View Event Advanced Window Help

Security.evix | X |

S PR | Filtered: showing 1 of 20634 event(s)

HgﬁLﬂE@y@gm?{Luadﬁlter:— - %K . © M E

- o X S wizsSafe

|22?:n3m |

Detailed Authentication Information:
w Descripion = Data

Events: 20634 Displayed: 1 Selected: 1

This message logged on client-win-10-1 which is the

£

o e S destination of this RDP Session.
2 Logonl Hioo

= Logon Type: 10 | _ _

-gr_ estiri min Mode: aQ cllent—wmlO—l

= Virtual Account: Mo .

Elevated Token: Mo (admm'PC) \ |
Impersonation Level: Impersonation \ client-
Mew Logon: i _

Security ID: 5-1-5-21-3671970501-3975728774-4288435121-3102 win 10 2

Account Mame: ninja-rdp

' RS

Logon ID: 0x3a392b

Linked Logon ID: Ox0 .. . )

Hetmork Aetount Name: - ninja-rdp accountlogged on to “client-win10-1"

Metwork Account Domain: - ; ; A ’

Logon GUID: (23CCOEE2-3A76-61 which is the administrator’s PCfrom 192.168.52.44
Process Information: Wlth RDP.

Process ID: 0x3ed , o

Process Mame: C:WWindows\System It’'s SUSPICIOUS Iogon |
Metwork A=

Workstation Mame: CLIENT-WIM10-1 \

ource Network Address: 15832, The destination host

ID 4624 is always logged on the

destination host. -
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RDP (11)

* |f the attackers do not use RestrictedAdmin mode when they logon to
remote servers, event ID 4648 is logged on the both source and
destination hosts because they need to input a credential to use RDP.
Let’s check this.

* Open the below log with Event Log Explorer, and click “Filter Events”
button.

* Training_Materials\EventLogAnalysis\RDP\Win10-2_Security.evtx
* Original log file name : Security.evtx

e Event
Notice:
You should drag the log file and drop _
it to the Event Log Explorer. i@ = @ @ "fﬂEiL“ﬂd filter= - "€ . ©

Y e e m e T oo s |

: File Tree Wiew Event Advanced Window Help




RDP (

Filter

Apply filter to:

(®) Active event log view (File: C:\Users\taro\Desktop\Artifacts\evbe\remote_logon\RDP\W
(O) Event log view(s) on your choice

— Event types Source: hl Exclude
[ Information
[] warning Category: v Exclude
[ Error
E ritical User: ~ Exdude
[ Audit Success Computer: ~ Exclude
(] Audit Failure

Event ID(s):

4643 [ Exdude

Enter ID numbers andjor ID ranges, separated by comas, use exdamation mark to excude criteria (e.g. 1-19,100,250-450110,255)
Text in description:

RegExp Excude

— Filter by description params (for security event logs, e.g. Object\Object Name contains elex.exe)

New condition || Delete condition || Clear list |
Name |C.'peratur |'!.|'ahe
Target Server\Target Server Name Not equal lacalhost
‘Account Whose Credentials Were Used\Account Name Does not contain | §
Target Server\Additional Information Does not contain /

(2) Choose “Training_Materials\EventLogAnalysis\RDP\Sec4648 rdp_src.elc”,

then click “Open” button.
1
Display event for t ( 1) CIICk “ Load” bUtton- rs Exclude

Cear | tosd.. ]I\ Save... | ok | cancel

()wizSafe
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()wizSafe
Apply filter to:

(®) Active event log view (File: C:\Users\taro\Desktop\Artifacts\evbe\remote_logon\RDP\W

R D P ( () Event log view(s) on your choice

— Event types Source: ~ Exclude
[ Information
] warning Category: v Exdude
Err
Em;d User: V Exclude
CA At e v Exclude
Filter withthe eventID 4648
Event ID(s):
4643 [ Exdude
Enter ID numbers andjor ID ranges, separated by comas, use exdamation mark to excude criteria (e.g. 1-19,100,250-450110,255)
Text in description:
RegExp Excude
— Filter by description params (for s ' —
New condiion || Delete cond | 1 IT€T out Iocalhost computer accounts andSPNs.
MName |Operatnr \Value
Target Server\Target Server Name Mot equal lacalhost
‘Account Whose Credentials Were UsedAccount Name Does not contai
Target Server\Additional Information Does not contai
[Joa Some kinds of rdp sessions are logged with a SPN for terminal server
om: "TERMSRV". You should tweak the last condition to filter with that.

Display event for the last 0 % days |0 % hours Exdude

Clear || Load... ‘ Save.., | OK | Cancel | 2




RDP (14)

* How To Analyze

EventID Log Location Logged Host Where You Should Look What You Get

4648 Security.evtx Source Date, Time Date/Time around RDP used
Computer Name Source computer name
Subject\Security ID SID of RDP used
Subject\Account Name User name of RDP used
Target Server\Target Server Name Destination computer name
Account Whose Credentials Were Logon user name of the remote host
Used\Account Name

Destination Date, Time Date/Time around RDP used

Computer Name Destination computer name
Account Whose Credentials Were Logon user name of the remote host

Used\Account Name

Network Information\Source Network Source IP address
Address



%};; Event Log Explorer

Target Server Mame:

Additional Information:
Process Information:

Process ID:

Process Mame:
Metwork Information:

Metwork Address: -

w Description = Data

Events: 13672 Displayed: 4 Selected: 1

dient-win 10-1, ninja-motors.net

ient-win 10- 1. ninja-motors. net

Ox2al

The attackers have already had honda’s credential
C:\Windaow

and ninja-rdp’s credential. And they moved laterally
to “client-win10-1" with RDP.

— O X jwizSafe
: File Tree View Event Advanced Window Help
" . 3 r::.
Fi-k L= B (g R T <Loadfiter- - % 0 @ §b 0) =
Win10-2_Security.ev | % | -

i 11 1 » . |Filtered: showing 4 of 13672 event(s) | NT S

Type Date iil= Event Source Category Liser "

Q} Audit Success |2/8/2018 4548 |Microsoft-Windows-5¢ Logon

cik Audit Success 2/8/2013 2:26:56 PM 4548 Microsoft-Windows-5e Logon M A v

E A logon was attempted using explicit credentials. client-win10-1 [y

o |Subject: dmin-PC

= : -1-5-21-3671970501-35757237] (admin-PC) client-

g' Account Mame: honda
Account Domain: MINJA-MOTORS winl1l0-2
Logon I Ox 2206
Logon GUID: {00000000-0000-0000-0000-000000000000% ) - ) ) )

Accou ' : This message logged on client-win-10-2 which is the
e ;'ﬂ,ﬁ*d” ne source of this RDP Session.
Logon GUID: {00000000-0000-0000-0000-000000000000%
Target Server:
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RDP (16)

* We found “honda” account logged on to ninja-rdp@client-win10-1
(192.168.52.40) from client-win10-2 (192.168.52.44) with RDP.

* |t is a suspicious logon because 192.168.52.40 is the system
administrator’s PC, and Honda, who is a general employee, does not
own that PC. And, he cannot know the credential of the “ninja-rdp”
account, which is an administrative account.



Task Scheduler/AT Events
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Task Scheduler/AT Events (1)

* Why is this event important?

e Attackers often use Task Scheduler and AT to execute commands on remote
computersin lateral movement phase. So you should check this event.

* Important event IDs

* Security.evtx
e 4624: An accountwassuccessfully logged on.

* Microsoft-Windows-TaskScheduler%4Operational.evtx

* 100: Task started e 129: Created Task Process (Launched)
e 102:Task completed e 140: Task updated

e 106: Task registered e 141 Task deleted

e 107:Task triggered on scheduler e 200: Action Started

e 110: Task triggered by user e 325: Launch request queued
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Task Scheduler/AT Events (2)

e How can we detect this event?

e 106 (Microsoft-Windows-TaskScheduler%40Operational.evtx)
* Description
e Task registered
* How can we recognize Task Scheduler/AT with this ID?
* This ID is dedicated for task registration.

* And 4624 with logon type 3 (Security.evtx) is logged at the same time if the task is registered
from remote hosts. You can get the source address information by combining with date/time
and the user name of these logs.

e 4624 (Secuirty.evtx)

* How can we recognize Task Scheduler/AT with this ID?
* We can filter with logon type 4 with this ID to get tasks triggered and those dates.
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Task Scheduler/AT Events (3)

e Let’s assumethis condition is given.

* We have already known attackers moved laterally around 25 February 2018 from forensic
analysisso far.

* So we should look for registrations of tasks around that time at first.

* Open the below log with Event Log Explorer, and click “Filter Events” button.

* Training_Materials\EventLogAnalysis\TaskSched\Win10-2 TaskSchedOpe.evtx
* Original log name: Microsoft-Windows-TaskScheduler%4Operational.evtx

4
Notice: - Event

You should drag thelog file and drop i File Tree View Event Advanced Window Help

it to the Event Log Explorer. @ G B @ ?ﬂll? - Load filter= + 3¢ Q

e TN S, L |




Filter

Apply filter to:

(®) Active event log view (File: C:\Users\taro\Desktop\Artifacts\evtx\TaskSched Microsoft-
() Event log view(s) on your choice

Task Sc

Event ID(s):

[~ Event types Source: E
Information
Warning Category: e
Error

User: w
Critical
Audit Success Computer: L
Filter withEvent ID 106.

]

Exdude

Exdude

Exdude

Exdude

[ ]Exdude

Enter ID numbers andjor ID ranges, separated by comas, use exdamation mark to exdude criteria (e.qg. 1-19,100,250-450110,255)

Text in description:

RegExp Exdude
— Filter by description params (for security event logs, e.a. Object\Object Mame contains elex,exe)
Mew condition Delete condition Clear list
Mame |Operator |value
—[]poate [ ]Time Separately
From: 2132018 12:00:00 AM = | Tos 2132013 12:00:00 AM = Exdude
Display event for the last |':I % days |':I |% hours Exdude
Clear Load... Save... Ok Cancel

S wizsSafe
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4624

Task Scheduler/AT Events (5)

Security.evtx

Destination
(remote host)

Destination
(remote host)

Date, Time

Computer Name

User

Task

Date, Time

Computer Name

New Logon\Security ID
New Logon\Account Name
New Logon\Logon ID

New Logon\Logon GUID

Network Information\Source Network
Address

S wizsSafe

Date/Time around Task Scheduler used
Destination computer name

User name or SID of task registered
Task name

Date/Time around Task Scheduler used
Destination computer name

Logon user’s SID

Logon user’s account name

An ID to combine with 4648 and others
An ID to combine with 4769

Source IP address

44
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Task Scheduler/AT Events (6)

Win10-2_TaskSchedOpeatx X |
g 4 5 | Elbmrads hmiinn & <8 3748 ~yant(s) ] NT P

Registered event dates
Type .
@ Information 2}'25}20 18 ';:DE:SE PM 106 |Microsoft-Windows-Tz Task registered dient-win 10-2.ni

@l Information '2/7/2018 |9:03:03 PM 106 Microsoft-Windows-Tz Task registered dient-win 10-2.nir
A T Y S T il N ] M. AT ARE AR B e = L T ecrim T Tl e il o LT e s R Ay T B
E User [NINJA-MOTORS \ninja-master "Iregistered Task Scheduler taskl 'm_nmll
o]

Task name

User’s name or 51D If the AT is used, task name is always “\At*”.

“*” means a number.

Now, you can check whether legitimate tasks or not.

Copyright Internet Initiative Japan Inc.
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Task Scheduler/AT Events (7)

* We got date/time, task name and registered user name from 106.

e But where did this user register this task from?
* |f the taskis registered from the remote host, then you can find 4624 type 3 log.
» |f the taskis registered locally, 4624 type 3 message is not logged at the same time.



‘D wizSafe

Task Scheduler/AT Events (8)

e Let's find the ID 4624 with logon type 3 logs, which is logged at the
same time with the ID 106 we confirmed before.

* Open the log below with Event Log Explorer, and click “Filter Events”
button.

* Training_Materials\EventLogAnalysis\TaskSched\Win10-2_Security.evtx

e Original log name: Security.evtx

o Event

Notice: : File Tree Wiew Event Advanced Window Help
You should dragthe log file and drop

it to the Event Log Explorer. @ e = Ed "ﬂllT <Load filter= ~ "3 @

L - L |




Filter

Apply filter to:

(®) Active event log view (File: C:\Users\ttaro'\Desktop'\EventLogAnalysis\RDP\Win 10-2_Se:

Ta S k c (") Event log view(s) on your chaoice
~

— Event :
venctmes Source: | |V _ Exdude

Information .
Warning Category: | |v | | |Excude
Error '
Ol User: | |V _ Exdude
Audit Success Computer: | |V Exdude
Audit Failure

Event ID(s):

4624 | Oexdude

Text in description:

|Logon Type:[\t\s] =3[V \n's]*

Filter by description params (for security event logs, e.qg. Object\Object Mame contains elex.exe)

Enter ID numbers and/or ID ranges, separated by comas, use exdamation mark to exdude criteria (e.g. 1-19,100,250-450!110,255)

| RegExp []Exdude

(2) Choose “Training_Materials\EventLog

then click “Open” button.
||

|7 Mew condition Delete condition Clear list
-

Analysis\TaskSched\Sec4624 type3 Feb25 9PM.elc”,

From: | 2/25/2018 [~ || 9:00:00 PM

.
-

| To:

|’ Date Time [ _|Separately

Clear I Load... SEVE. ..

| 2/25/2018  [@~ ||10:00:00 PM

.
-

Display event for the ( 1) CIICk “ Load” bUtton' Exdude
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Filter

Apply filter to:

Ta S k ( (") Event log view(s) en your choice

(@) Active event log view (File: C:\Users\ttaro\Desktop\EventLogAnalysis\RDP\Win 10-2_Se:

Event ID(s):

— Event type
Ve : Source:
Information
Warning Category:
Error I
SEr!
Critical
Audit Success Computer:

Filter withthe event ID 4624.

bs24

o Exdude
A Exdude
w Exdude
W Exdude

[ ]Exdude

Text in description:

|
Logon Type:[\s] 0¥\l |

Filter withlogon type 3

Clear list

— Filter by description params (for security event logs, e.g. Object\Object Name contains elex.exe)
Mew condition Delete condition

Enter ID numbers andjor ID ranges, separated by comas, use exdamation mark to exdude criteria (e.g. 1-19,100,250-450!10,255)

RegExp [ ]Exdude

Mame

|Dperator

|Value

~[Date Time [ _]Separately

Filter with Feb/25/20189 PM to 10 PM

From: 2f25/2018 (@« || 9:00:00 PM

Yy
-

To:

2j25/2018 [E~

10:00:00 PM

Yy
-

Display event for the last

Clear Load...

|':' |: days ’U_I: hours

Save..

Exdude
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Win10-2_TaskSchedOpestx X
P01 1 » A | Filtered: 9 of 3219 NT

(B Information 2.'._5 (2018 |[9:06:55PM T e = Ta Task registered | \SYSTEM dient-win 10-2.nir

@mfarmahm 712018 IR

L T - TR Y TR T SLAS. e BB

S wizSafe

Win10-2_Security.evtx X

g "NINJA-MOTORS \ninja-master” e ——————————————————
A _uﬁz_m-|mm—m-m
Audit Succes 2/25/2018 |9:06:55PM 4624 |Microsoft-Windows-5€ Logon N/A dient-win 10-2,
= .
@ Logon Information:
S Logon Type: 3 ID 4624 is always logged on
1 Restricted Admin Mode: - o ys 1088
5 Virtual Account: No destination host.
= Elevated Token: Yes
Impersonation Level: Impersonation
New Logon:
Security ID: -1-5-21- 70501-3975728774-4289435121-3101
Accaurtiame: »| ninja-master
et P NET
You can see the same time and the same user name iﬂaﬂﬂﬁuﬂ
between 106 and 4624. . L
MNetwork Account Domain: -
Logon GUID: {ACODABSC-3425-EAGA-3C79-50AF 2E0962D5}
Process Information:
Process ID: 0x0
Process Name: -
Network Information: We got the remote IP (source) address!
Workstation Name:
Source Network Address: IlEII. 168.52.40 I




D wizSafe

Task Scheduler/AT Events (12)

* We confirmed “ninja-master” registered the task named “task_name”
from 192.168.52.40 at 9:06:55 PM on 25th Feb.

* What process is executed?

 And how many times were this command executed?

* You should see the below log again!
 Artifacts\evtx\remote logon\TaskSched\Win10-2_ TaskSchedOpe.evtx
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Task Scheduler/AT Events (13)

* We should see the IDs below.
e 107: Task triggered on scheduler
* We can get execution times by counting this logs.

e 110: Task triggered by user

* We can get execution times by counting this logs.

e 200: Action Started

* \We cansee the execution file name.



Task Sc

Filter

Apply filter to:

(@) Active event log view (File: C:\Users\taro\Desktop \Artifacts\evtxremote_logon\Tasksd
(O Event log view(s) on your choice

— Event types Source: hul Exclude
(] Information
] warning Category: v Exdude
] Error
[ critical User: Exdude
[ Audit Success Computer: | v Exdude
_ Filter withEventID 107,110 and 200.
Event ID(s):
I 107,110,200 ! []Exdude
t=r s and/for ID ranges, separated by comas, use exclamation mark to exdude criteria (e.g. 1-19,100,250-450! 10,255)
Iextindesgiptior Filter with the task name “\task_name”.
\task_name [(Jregexp [ ]Exdude
— Filter by description params (for security event logs, e.g. Object\Object Name contains elex.exe)
New condition Delete condition Clear list
MName |Operatnr |\r'abe
~[CJpate []Time Separately
From: 3/ 2/2018 12:00:00 AM - To: 3/ 2/2018 12:00:00 AM - Exclude
Display event for the last 0 % days ’U_H% hours Exdude
Clear || Load... l I Save... | OK Cancel

()wizSafe

53



Task Scheduler/AT Events (15)

S wizsSafe

Logged Host W here You Should Look What You Get

107

110

Destination
(remote host)

*1 Destination
(remote host)

*1 Destination
(remote host)

Date, Time
Computer Name
action

task

Date, Time
Computer Name
This event ID
Date, Time
Computer Name
This event ID

user

Date/Time around Task Scheduler used
Destination computer name

Execution file name

Task name

Date/Time around Task Scheduler used
Destination computer name

Task triggered on scheduler

Date/Time around Task Scheduler used
Destination computer name

Task triggered by user

User name which task triggered

54
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rﬁ Event Log Explorer — [] X
: File Tree View Event Advanced Window Help
= g j::,_l i |JI'-: ]
. |
Date Computer

= Bl i el e s L]
The task was executed
three times.

dient-win 10-2.ninja-mo

Execution file was found in the ID 200!

\SYSTEM

dient-win 10-2.ninja-mo

dient-win 10-2.ninja-mo

dient-win 10-2.ninja-mo

>

bafe
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Task Scheduler/AT Events (17)

* We confirmed “ninja-master” registered the “task_name” task from
192.168.52.40 on February 25, 2018 at 21:06:55.

* “cmmd.exe” was executed three times in the task.
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Task Scheduler/AT Events (18)

* We can also find Task Scheduler/AT events with 4624, logon type 4 in
“Security.evtx”.
* Type 4 means “Batch”.
* This logon type is dedicated for Task Scheduler/AT.
* |t logs every task trigger and launch requests.
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Task Scheduler/AT Events (19)

4624 Security.evtx Destination Date, Time Date/Time around Task Scheduler used
(remote host) Computer Name Destination computer name
New Logon\Security ID Logon user’s SID
New Logon\Account Name Logon user’s account name
New Logon\Logon ID An ID to combine with 4648 and others
New Logon\Logon GUID An ID to combine with 4769
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Win10-2_Security.evix X

Ei 4 4 » ﬂllmmddlﬂﬂﬂ | NT S |

@\ Audit Success 2/25/2018

9:08:00 PM 4624 || licrosoft-Windows-5€ Logon M/A
2/25/2018 9:07:16PM

dient-win 10-2.ninja-motors.r

crosoft-Windows-SeLogon N/A dient-win 10-2.ninja-motors.

@_ Audit Success | 2/25/2018  9:07:16PM N/A client-win 10-2.ninja-motors.
@\ Audit Success | 2/25/2018  9:07:02PM N/A dient-win 10-2.ninja-motors.
[
i ]
g
= Security ID: 5-1-5-18
S Account Mame: CLIENT-WIN10-28
Account Domain: NINJA-MOTORS
Logon ID: 0x3e7
Logon TaTell
Lngur_l Type: _ 4 I
Virtual Account: No
Elevated Token: Yes
Impersonation Level: Impersonation
MNew Logon:

70501-3975728774-4289435121-3101

Logon ID: 0x50c34e

Linked Logon ID: 0x0

Network Account Name: -

Network Account Domain: -

Logon GUID: {2F85E608-DAC5-46CE-7553-FACCS5589FCER}
Process Information:

Process ID: Ox3c8

Process Name: C:\Windows\System32\svchost.exe
Network Information:

Workstation Name: CLIENT-WIN10-2

Source Network Address: -

Source Port: -
Detailed Authentication Information:

Logon Process:

' x | Descripton ~ Data

S wizSafe
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Task Scheduler/AT Events (21)

e Unified Background Process Manager (UBPM)
 Service Control Manager — manages Windows Services
e Task Scheduler — manages Windows Tasks
* Windows Management Instrumentation — manages WMI providers
 DCOM Server Process Launcher — manages out-of-process COM applications.

https://blogs.technet.microsoft.com/askperf/2009/10/04/windows-7-windows-server-2008-r2-unified-background-
process-manager-ubpm/
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Task Scheduler/AT Events (22)

* You should also check the “Tasks” folders below.
¢ C:\Windows\System32\Tasks
o  C:\Windows\SysWOW64\Tasks

R L [ (=] I Pl e = i O O [ P

RunlnlvIf [dlexfalsedRunlnlw I [d]le>
MakeToRursfalsedMakeToRun>
{Execut ionTimel imit>PTV2H  BExacut ionT imelimit>
feletebxpiredlaskifter>FT15</ Vel etebxpi redlaskifter:
Prioritv>7</Priority>
[Satt inec
hetions Context="Author™>
{Exec
<Command>cmd< Command>
Chrauments>/c ipconfizg Aall &et; Ci¥windows¥temp¥coco. txt</brazument s>
{/Bxecy
<At ions>
< i

* For AT command, you should look this folder.

e c:\windows\tasks
. *.job
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Task Scheduler/AT Events (23)

* You might also need to check these logs below.

* Microsoft-Windows-TaskScheduler%4Operational.evtx
e 100: Task started
e 102:Task completed
e 140: Task updated
* 141:Task deleted
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PsExec Detection (1)

e PSExec is a remote command execution tool for system administrators that
is included in “Sysinternals Suite” tools, but this is often used for lateral
movement in targeted attacksas well.

* Typical behavior of PsExec

* |t copies the PsExec service execution file (default: PSEXESVC.exe) to %SystemRoot%
on remote computers with network logon (type 3).

* |t copies a file to execute command to %SystemRoot% through SAdmin share if -c
option is used.

* |tregistersthe service (default: PSEXESVC), and startsthe service to execute the
command on the remote computer.

* |t stopsthe service (default: PSEXESVC), and removes the service on the remote
computer after execution.
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PsExec Detection (2)

* Important behaviors of PSExec options
° -r

* To change the copied file name and the service name for remote computers
(default: %SystemRoot%\PSEXESVC.exe and PSEXESVC)

*-S
* To be executed by SYSTEM account.

* -C
* To copy a program to remote computers
* |tis copied to AdminS (%SystemRoot%)

* -u
» To use a specific credential to log on to remote computers.
* Logon type 2 & logon type 3 is occurred.
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PsExec Detection (3)

* Important event IDs

* Security.evtx
e 4624: An account was successfully logged on.

* Ssystem.evtx
e 7045: Aservice was installed in the system.

e How can we find PsExec?

* You can find PsExec execution by finding service registration logs.
e EventID 7045 in “System.evtx”

* There are two methods.

 Method 1: Finding default service name
* Method 2: Finding changed service name
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PsExec Detection Method 1 (1)

e How can we detect this event?

e Pskxec creates a service on remote hOStS vvhen It executes a3 command.
e The defaultservice name is “PSEXESVC”.
* \We can detect this service name.

* System.evtx

e 7045
* Description
e Aservice was installed in the system.
* How can we recognize PsExec execution with this ID?
 Filter with “PSEXE” stringin this ID.
e Why?
* PsExec creates a service including this string by default.
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PsExec Detection Method 1 (2)

* Open the below log with Event Log Explorer, and click “Filter Events”
button.

* Training_Materials\EventLogAnalysis\PSExec\win7_system_psexec_en.evtx

Notice: b Event

You should drag the log file and drop : File Tree Wiew Event Advanced Window Help

it to the Event Log Explorer. @ O 2 EE rﬂEiLnad filter> '~ 58 @

Y e e —m e TTao o o s |
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Filter

Apply filter to:
(@) Active event log view (File: C:\Users\taro\Desktop'\win7_system_psexec_en.evix)
(") Event log view(s) on your chaice

PsExe

— Event types

Source: et Exdude
Information
Warning Category: e Exclude
Erraor
N User: l Exdude
Critical
Audit Success Computer: w Exclude
Audit Failure
Event ID(s):
| Exdude

Filter witha part of default service and executionname. (e.g. 1-15,100,250-450!10,255)

Text in description:

PSEXE [ JregExp [ |Exdude
— Filter by description params (for security event logs, e.g. Object\Object Mame contains elex.exe)
Mew condition Delete condition Clear list
Mame |Operator |value
—[ ]oate [ ]Time Separately
From: 2/20/2015 12:00:00 AM 5 | To: 2{20/2018 12:00:00 AM 5 Exdude
Display event for the last |'3| % days |'3| |% hours Exclude

Clear Load... Save... (0] 4 Cancel

S wizsSafe
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PsExec Detection Method 1(4)

* How To Analyze

Logged Host Where You Should Look What You Get

7045 System.evtx Destination Date, Time Date/Time around Task Scheduler used
(remote host)

Computer Name Destination computer name

User Actual user name or SID for execution
Service Name Installed service name

Service File Name Copied execution file name

Service Type Whether user or kernel mode service
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is# Event Log Explorer

! File Tree View Event Advanced Window Help

Computers Tree

A service was installed in the system.

Service Name: PSEXESVC used.
Service File Mame: %6SystemRoot¥\PSEXESVE. exe
Service Type: user mode service

Service Start Type: demand start

Service Account: LocalSystem

uvopduasag A

PSEXESVCisfoundin “Service Name” and
PSEXESVC.exeisfoundin “Service File Name”.

A 1o ainianas laanaanmm e e~ YoU can also get the SID or the user name
of the actual user even if the -s option is

>
@ =B EH T <loadfiter - "5 0 @ #4 2) =
’ You can find 7045 (Service registration) and 7036 (Change service state).
Note that 7036 could not be not logged on Windows 8/10 hosts.

Type |Date |T|me |E~.n.=.-nt|5::rur::e |C3|L.Iser |Cm1p|.|' .n

@ Informz 2/20/2018 8:11:18PM | 7036 Service Cor MaM/A dient-w

@Infurmzzfzﬂflﬂlﬂ g8:11:18 PM Seruice Cor Mgy dient-w

6] o 212012015 [s: 1157w

@ Informe 2/20/2018 8:10:43PM | 7036 |Serirs Car ks Aicrt_n
W

w Description Data

Events: 174 Displayed: 12 Selected: 1

72
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PsExec Detection Method 1 (6)

* |f you look for the ID 4624 logs in the “Security” log around the time
when the ID 7045 is logged, you can get the same user name/SID and
the source address of the remote computer.

W g — —————— - ———— o v = - e W owwT T oTwrE W T owwe v ow

Service Cor{Ne¢|\S-1-5-21-3671970501-3975728774-4289435121-3101
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PsExec Detection Method 1 (7)

* Open the below log with Event Log Explorer, and click “Filter Events”
button.

* Artifacts\evtx\remote logon\PSExec\win7_security psexec_en.evtx

o Ewvent

i File Tree View Event Advanced Window Help

R E l||:I F, E Al Fﬂl?_iLDad filter= = E @

e TN S, L |

Notice:
You should drag the log file and drop
it to the Event Log Explorer.
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Filter oo
Apply filter to:
(@) Active event log view (File: C:\Users\taro\Desktop\Artifacts\evtx\psexec\win?_security
P E () Event log view(s) on your choice
S X - — Event types
Source: bl Exdude
Information
Warning Category: b Exdude
Error
N User: pul Exdude
Critical
Audit Success Computer: W Exdude
Audit Failure
Event ID{s):
4524 [ ]Exdude
Enter ID numbers andjor ID ranges, separated by comas, use exdamation mark to exdude criteria (e.qg. 1-19,100,250-450110,255)
Text in description:
RegExp Exdude
— Filter by description params (for security event logs, e.g. Object\Object Mame contains elex,exe)
Mew condition Delete condition Clear list
Name |Operator Value ~
Metwork Information\Source Metwaork Address Mot equal nl
Metwork Information\Source Metwork Address Mot equal -
Metwork Information\Source Metwaork Address Mot equal 127.0.0.1 ¥

(2) Choose “Training_Materials\EventLogAnalysis\PSExec\Sec4624 remote logon_type3.elc”

then click “Open” button.
I

DIS.I:I'IE}' event for (1) Clle I(Load” button. Excude

Clear I Load... I Save...

Ok

Cancel

)
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PsExe

Filter oo
Apply filter to:
(@) Active event log view (File: C:\Users\taro\Desktop\Artifacts\evtx\psexec\win?_security
() Event log view(s) on your choice
— Event 5
type Source: bl Exdude
Information
Warning Category: b Exdude
Error
N User: pul Exdude
[+] Critical
Audit Success Computer: W Exdude
Filter with event ID 4624.
Event ID{s):
4524 [ ]Exdude
numbers andfor ID ranges, separated by comas, use exdamation mark to exdude criteria (e.q. 1-19,100,250-450110,255)
Text in description:
RegExp Exdude
— Filter by description params (for security event logs, e.g. Object\Object Mame contains elex, exe)
Mew condition Delete condition Clear list Filter out :
Name |Operator - localhost A
Metwork Information\Source Metwaork Address Mot equal
Network Information\Source Metwork Address Mot equal -comp uter accounts
Metwork Information\Source Metwaork Address Mot equal _ Syste m account ¥
£ >
—[pate [ ]Time Separately - anon.ymous account
From: 2/21/2013 12:00:00 AM =1| To: 2/21/2013 12 Fllter Wlth ||ogon type 3
Display event for the last 0 — days |':| | ~ hours Exdude

Clear Load...

Save...

(8] 4 Cancel
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PsExec Detection Method 1 (10)

S wizsSafe

Logged Host W here You Should Look What You Get

7045

4624

System.evtx

Security.evtx

Destination
(remote host)

Destination
(remote host)

Date, Time

Computer Name

User

Service Name

Service File Name
Service Type

Date, Time

Computer Name

New Logon\Security ID
New Logon\Account Name
New Logon\Logon ID
New Logon\Logon GUID

Network Information\Source Network
Address

Copyright Internet Initiative Japan Inc.

Date/Time around Task Scheduler used
Destination computer name

Actual user name or SID for execution
Installed service name

Copied execution file name

Whether user or kernel mode service
Date/Time around Task Scheduler used
Destination computer name

Logon user’s SID

Logon user’s account name

An ID to combine with 4648 and others
An ID to combine with 4769

Source IP address
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w o—y —— w———— - — = e Dttt o B

12/20/2018 |8:11:18PM | 7045 |Service Cochi \5-1-5-21-367197050 1-3975728774-4289435121-3101

Com

Time:
2/20/2018 3:11:45 PM

8:11:45 PM
d:11:18 PM
2/20/2018 8:11:18 PM

rce Category P
icrosoft-Windows-Se Logon

@k Audit Succem
@L‘ Audit Success
@L‘ Audit Success

icrosoft-Windows-Se Logon

icrosoft-Windows-Se Logon

Microsoft-Windows-Se

Mew Logon: y

security ID:
Account Mame:
Account Domain:
Logon ID: Oxcleda
Linked Logon ID: {rull})
Metwork Account Name: {rull})

NE'b'.unrl.-' A remnmd Diarssisns i all

Logt You can get the actual account name and the source address.
Process Informauon:

Process ID: 0x0 ‘
Process Name: -

Network Information: l
Workstation Mame:

Source Metwork Address: llEIF_'. 168.52.40 I
Source Port:

Detailed Authentication Information:
Lng_nn Process: _ Fier_berus W

uonduzsag A
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PsExec Detection Method 1 (12)

* We found PsExec execution from ninja-master@192.168.52.40 at
8:11:18 PM on February 20, 2018.

* We can find another PsExec execution in this log.
¢ 2/20/2018 3:10:42 PM
e 2/20/2018 3:08:09 PM
¢ 2/20/2018 3:07:56 PM
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PsExec Detection Method 2 (1)

* |f the attackers change the execution name and the service name of PSExec
with -r option, we can still detect PSExec execution because of the following
characteristics.

* The PSExec service execution file (default: PSEXESVC.exe) is copied to
“%SystemRoot%” directory on the remote computer.

The service name is the same as the execution name without the “.exe” extension.

The service is executed in “user mode”, not “kernel mode”.

“LocalSystem” account is used for the service account.

The actual accountis used to execute the service execution file, not “SYSTEM”.
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PsExec Detection Method 2 (2)

* We use the same log as the previous exercise’s one. Click “Filter
Events” button.

* Training_Materials\EventLogAnalysis\PSExec\win7_system_psexec_en.evtx

o Event

i File Tree View Event Advanced Window Help

gl E lu? F E Al ?ﬂEiLﬂad filter= - E @

e T e o L |




Filter pd
Apply filter to:
(@) Active event log view (File: C:\Users\taro\Desktopwin7_system_psexec_en.evtx)
P S E Xe () Event log view(s) on your choice
— Ewent types
Source: i Excude
Information
Warning Cateqory: e Exclude
Error
User: “\SYSTEM" w Exdude
Critical ]
Audit Success Computer: w Exdude
Audit Failure
Event ID|s):
7045 [ ]Exdude
Enter ID numbers and/or ID ranges, separated by comas, use exdamation mark to exdude criteria (e.g. 1-19,100,250-450!10,255)
Text in description:
RegExp Exclude
— Filter by description params (for security event logs, e.q. Object\Object Mame contains elex.exe)
Mew condition Delete condition Clear list
MName |Operator |Value A
service File Mame Contains EXE
Service File Mame Contains eSystemRoot s
Service Type Equal user mode service W

(2) Choose “Training_Materials\EventLogAnalysis\PSExec\Sys7045 psexec.elc”, —

then click “Open” button.
|

Display event for t ( 1) Click “Load” button. s Exdude

Clear Save...

0K

Cancel

S wizsSafe
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PsExe

Filter

Apply filter to:
(@) Active event log view (File: C:\Users\taro\Desktopwin7_system_psexec_en.evtx)
() Event log view(s) on your choice

— Event types

Source: | | i

Excude
Information . “« ”
Waring cateqory: T 1ItEr OUtthe “SYSTEM” account. J] .
Error -
Critical User: I “\SYSTEM ~ Exdude I
[ Audit Success o | e Exclude
_ Filter withthe event ID 7045.
Event ID|s):
704 | Filter with: de
Enter ID numbers and/or ID ranges, separat ,255)

- containing .exein thefilename

Text in description:

- containing %SystemRoot% in the filename
| B _ - user mode service for service type
— Filter by description params {for security e .
e coraton | Dalete conditon - LocalSystem as service account
— - demandstart as service start type
service File Mame Contains EXE
Service File Mame Contains eSystemRoot s
Service Type Equal user mode service
L4 >
—[Joate [ ]Time Separately
From: 2{20/2013 12:00:00 AM = | To: 2{20/2018 12:00:00 AM = Exdude
Display event for the last |':| | — days IU_I + hours Excude
Clear Load... Save... QK Cancel

S wizsSafe

84



is# Event Log Explorer — L]

: File Tree View Event Advanced Window Help
@ Gl (= (B 0 (@ B 8 T <loadfiter> » ¢ o @ #h 0) =

Computers Tree X win7_system_psexec enevbe | X |

: 11 1 » 2 |Filtered: showing 5 of 174 event(s) NT R

@ Information 7045 |Service Control ManagMone
@ Information 2/20/2013 8:11:18 FM 7045 Service Control Manac Mone
(D Informati The file name is not the default PSExec name, but... :ryice Control Manac Mone
(&% Tnfarmatinn 2/20/2013 8:08:09 PM 7045 Service Control Manac Mone
This execution file is directly A A n D S.nT.CE kA FAAL | Comn i bl Bl Bl

under the %SystemRoot% directory.

. . The same name
rvice Was |

Service s [WindowsWMIService /

Service File Name %SystemRoot % WindowsWMIService|exe
Service Type: Juser mode service
service Start Type: demand star
Service Account: [LocalSystem |

uaipduasa

This is a user mode service, not kernel mode.

The service accountis “LocalSvstem”
It seems this entry is a PskExec used with -r option!
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PsExec Detection Method 2 (6)

* We found PsExec execution with -r option at 8:11:46 PM on 20 Feb.
* The temporary service name is “WindowsWMI|Service”.
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To be continued...



